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Abstract: Modern applications required global scope and continued availability. Distributed non-relational databases are
used as backend of Big Data to store operational data. Non-relational document databases are designed for high
performance, scalability and availability. As increasingly sensitive, confidential, private and personal identifiable
information (P1I) are being stored in databases server, security issues become growing concerns. Non-relational database
document databases are lack of security mechanism and data is stored as plaintext, therefore, it is possible that private,
confidential and personally identifiable information data are to be disclosed to insider and outsider including intruder and
malicious administrators and it is also possible exposing PIl on dark web as commit identity theft and may be victim at risk.

In this paper, a secure Middleware is proposed to perform the required transformation of information using modern
asymmetric cryptography to provide the level of security for secure storage and access Big Data operational semi-structured
data on non-relational document database in public domain. The proposed system effectively protects private, sensitive and

PI1l data by enforcing privacy, confidentiality, and integrity of data in data at rest in the public domain.
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1. INTRODUCTION

Big Data is a large volume of data in a variety of
formats. It is an important growth area of the Cloud
Computing and massive computation run effectively, cost-
efficiently and workload to be managed faster as well as
cheaper. The cloud environment allows Big Data variety of
format storage and analyzing including structured, semi-
structured and unstructured data (Ramzan et al, 2019). As
structured data includes fixed format data such as table.
While unstructured data is in unknown form i.e., text files,
search engine results, videos and images. Beside it, semi-
structured data includes both forms of data. Big Data
Technologies are analytical and operational. Hadoop
and Map Reduced (Colombo and Ferrari, 2019) have
used complex analysis of data for decision making and
operational capabilities include capturing and storing
data in non-relational databases also known NoSQL
(Not Only SQL or Not SQL databases).

Mr. Carlo Strozzi first time used the term NoSQL
in 1998 and it is a broad class of database management
systems and they do not use SQL (Structured Query
Language) as query language. The NoSQL or non-
relational follow the CAP theorem (Consistency,
Availability, Partition Tolerance). Data consistency
after an update or write user sees an update
immediately. The system should be available and
continue to operate some hardware out of order or
software crash and not working. Partition tolerance

dynamic addition and removal of the system in a
network (Rao et al, 2018).Non-relational databases not
have transactions and do not follow ACID instead they
follow the BASE properties (Basically Available, Soft
State and Eventually Consistent). Applications work all
the time and need not be consistent and should be in
some known state eventually. Document database
provides consistency at document level but at the
database level it is eventually consistent. Non-relational
databases include Key-Value, Document, Column and
Graph.

Document Databases stores semi-structured data. It
provides high performance, availability, high volume
data storage, very simple data model and scalable use in
Big Data (Kumar et al, 2017).Traditional database
scheme is declared before insert tuples and attributes.
Collection in document database is not an enforce
document structure which makes it more powerful while
each document can be retrieved by a unique ID.

In document database data at rest is not secure, and
data is stored as clear text. Data are kept unencrypted,
there fore confidentiality, privacy and integrity of data
are not achieved. These databases have lack of proper
data protection mechanism as well as there is lack of
research. The data needs to be protected from
unauthorized access and transmitted to the intended
receiver with confidentiality and integrity.
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Asymmetric algorithms are superior in security to
provide  various  security  services including
confidentiality, data integrity, authentication and non-
repudiation.These algorithms are classified based as
factorization, logarithm and elliptic curve. Integer
factorization most prominent algorithm is RSA (Ron
Rivest, Adi Shamir and Leonard Adleman). Discrete
Logarithm includes Diffie-Hellman (DH) key exchange,

ElGamal, DSA (Digital Signature Algorithm).
ECC (Elliptic Curve Cryptography) and ECDSA.
2. RELATED LITERATURE

In this section research papers are presented that
proposedata confidentiality using cryptography and
other technologies. In security issues in Big Data and
NoSQL (Ebrahim et al., 2015) stated that document
databases did not support authentication, authorization
and data encryption. In this research (Altrafi et al, 2014)
presented that data confidentiality is not achieved due to
data is storedas clear / plaintext and further said that
many non-relational databases by default did not come
with authentication or authorization mechanism,
therefore, external method can be used to provide data
confidentiality, authentication and authorization.A
security plan was proposed (Mohammad Ahmadian
et al, 2017) proposed a cryptographic module includes
data elements, and mappings of cryptographic modules
to the data fields and a descriptivelanguage based on
JSON notations.In this paper (Hasija and Kumar,
2016)conversion of plain text into different format of
compressed BSON type and it is proposed that
compression  provide security without affecting
efficiency. In this study (Kumar and Garg2017)
proposed that NoSQL document database hasvarious
security issues and it does not support
theencryption/decryption by default due to that
vulnerable to injection attack and has exposureto DOS
attacks. The author suggest that good secure
cryptographic system may be used to resolve security
issues. The author uses for encrypting and decrypting
the data symmetric-key cryptography such as AES,
DES, Blowfish for NoSQL document database. It is
possible that encryption of data-at-rest of entire drive,
encrypts individual files or databases on the disk. It is
also possible that encrypt entire documents or individual
attributes at the application level. The proposed system is
different and a secure Middleware encrypts only fields of
sensitive, confidential, private and personal identifiable
information are being stored in non-relational document
databases.

3 SECURITY ISSUESDATAAT REST

Document Database did not provide security as a
priority it is the responsibility of the application to
provide security of data at the application level. These
databases are week authentication, data are stored as
plaintext and no mechanism to verify any alteration of
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data. Therefore, privacy, confidentiality and data
integrity are not achieved. It is the responsibility of
developers to provide security at the application level.
Insider attackers i.e., includes malicious and trusted
employees and administratorcan gain access to useful
information. The outside attacker can unauthorized
access and disclosure of information. Both insider and
outsider may be passive or active attacker.

It is very important for the user that data must be
secure when it is in transition and even after it has been
stored on the server. The owner of the data needs to be
assured that the data stored on the database server is
protected against data eavesdropping from outsiders and
data needs to be protected even from a malicious
insider, if the insider not be trusted. Security
mechanisms are required to protect sensitive
information on residing public clouds.

4. METHODOLOGY

In this study, data-in-motion is protected by
encrypting data in transit using SSL (Secure Socket
Layer). Cryptography is used for providing security
services i.e.,authentication, data confidentiality anddata
integrity (Patel, 2019). In this research,a proof of
authentication of user,data confidentiality that is
prevention of the disclosure of data to unauthorized
user,data integrity that is unauthorized alteration data
can be verified. Asymmetric cryptography protect data
by converting into unreadable form.

Secure middleware carried out the required
transformation and database server not in need to be
modified. Only private, sensitive, confidential and PII
fields are converted into an unreadable form.

Proposed Methodeach component of system is
associated with specific port of the system to provide and
receive service as under:

Data Flow (Fig. 1)

Step:1

At first, user requests to CA Server for Digital
Certificate.

Step:2

User will login after prove the authenticity i.e., 1d and
password along with Digital Certificate. (Middleware
check the wuser authentication and if valid then
authorize).

Step:3
After proving the authentication user can access the
database and perform operation on data.

Step:4

Middleware encrypts and signs sensitive document’s
fields including PII using asymmetric cryptography with
varying key size as a user security requirement. Middle-
ware verifies the integrity of data has not been altered.
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Step:5

Middleware performs cryptographic operation on
specific fields of a particular document in the collection
of the database.

All communication to be done using SSL (provide data
encryption at motion/transaction).

PROPOSED SYSTEM (UML COMPONENT DIAGRAM)
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5. HARDWARE AND SOFTWARE REQUIREMENT
The prototype implementation of the system and
experiment was conducted on Processor Intel Core i 3,
(4 CPUs) 3.3 GHz, RAM 2048 MB, 500 GB Hard disk
and Window 8.1 Pro (64-bit). Document Database
(MongoDB 3.4), Java 1.9 and asymmetric cryptographic
APl (JCA and JCE). Two Data Sets, one 1.5 Million
documents of 11 fields and 0.5 Million documents with
21 fields CSV file imported.

6. RESULTS AND DISCUSSION

Projection (Fig.2) of the document with encrypted
fields of the document and not sensitive data in the
collection of the database to be stored as plaintext.
Secure Middleware transform only selected private and
confidential fields into the encrypted and unreadable
format and data is stored in public domain.

First_Name: Binary{'dkb{Daggmlbp2a/Hx+hIZyn¥e JYrEEcUlQmAWspWAT JNbIUQIADTFzAINBKWSET IaXsmrlES+usargab/CHSkT7+mx2KnxXKz+0. .. ")

Surname: "Jamali’
Gender: "M"

Email: Binary( " fNDB4QSUvCMgWaeqrqaVEGRBVPbMVMbZYC TKLIVRZ IX1wE4 Lk Ky 14WGF 300X IUoHWEPARNTSHr 7mybpD s SZXg4FN3DelgdQva. .. ')
DOB: Binary( ' naSIPA6YEYBIGSDWEA2JWFCEGIST+Z+S7s1vUnb+4kOVECKBes 2BMAKVREZCTMWZ pNZEMZT JKBVHEXKURNMOMHe+e@tNe+8 ckTze. .. ')

Date_of_Joining: "26-18-2883"
Salary: 55068

« Address: Object

Present: Binary( " EAPUhNLRCEEECFYVIE/ bhmaQgx4RnZj1xuc00vdyvLeakZ8928Q3Cz 7EoEqRIXhZILreG P XeKyPIC, UfiwoSKeVYEAxhexXkM)i. . . ')
Perminent: Binary{"EAPUhNLRCEEECFY36/bhmeQqx4RNZ ] 1XucO0vdvyLRAKZET 2BQ2C 2 7T0EGRIXNEILrEGXKPZXeKYPIC /UMW SK+VYEAKhEXEMOL. .. ")

« Bank_Account_Info: cbject

AccountNo: Binary( " Kvwlsng+endsmhhceDdivv2zUgxCkmiRMgH2 1Az JYX1qXFxu/ Z82PyCEraUMRFA3NHLUHTe4PFE3PUI csgShaanAlhyveDULYSUK. . . ')

Bank_Name: "HEL'

Branch: "sindh University Jamshoro"

IBAN_No: Binary( "V/ueaHnUicIrkyWpLofnmzkhngzPTmCIDICSACTochy/sr381]3n380dzoIn+g1QWiuNM3PeGEY+SbE,/ I/ saekCclmF Feockduxz. . . ')
Next_of_Kin: Binary('DaclxX2IzoNNcUDahMO/ONToleaRacar2F2rfa3Irqotlykivie3sowovPERON1OCvmuglexWidemIHytgCM/ To04 A2 +unksy 6k, .. ")

Card_Type_Code: "DC"
Card_Type_Name: "Debit Card”

card_No: Binary('ocgEJererktelqywuUirgaz4ucysmjjlsamjDUESz /ehsuAT+SGZAFYNK4ZULZN30AhEH7QmzZOTVUZA07X0Ryvahixgqehkk+NS088. .. ")

Issue_Date: Binary( "n+Hcgt7EzGel/ SHLUMLR/ xbegVrrbL1GNRSXrSASXbs CETeITMI2rSS0NG5Z ]/ vsP/ gPY ] +X/nSKEphjQxaTpes/ yjoxtideT2. . .
Expiry_Date: Binary( 'vY30+GHoUTEITdLoSURSVE2TT/EQXXASEBEDXTQRAd jVHRY TECNAYWIQE DS IEXOWUQS pYAGEXEID76233eUF2q71vSkHCBRS cdoBb. . .

%
J
'

%
J

card_Pin: Binary{ oEKp3sZ4NfyKa9D45GEGSPGEYFT+aR00yVOUbWIW/ 3AQ58kmMDPEHZ+gIPhLUHICR+WaHr 751q0AN4EAQVO LKESHY+aeVEISTORE. . . ")

Credit_Limit: 25802

Fig.2

There are 10 executions of each operation i.e.,
encryption field, insertion and updating document in the
collection of the document database. In (Fig. 3) varying
key sizes of asymmetric cryptography used for
performing encryption operation for private, PIl and
sensitive fields of 223 Bytes (12 Fields) out of 24 Fields
of the document in the collection of the database. RSA
1024 bit key mean time in a millisecond is 310 and

standard deviation and dispersion from mean up and
down are 40.32. RSA 2048bit key meantime is 323.83
and its standard deviation is 47.75 and RSA 4096 bit
key meantime is 339.83 and dispersion from mean is
57.56. As the size of the key is increased result becomes
more secure but encryption time is increased provide a
level of security.
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Encryption Fields of Document Database

1024 2048

RSA KEYS LENGTH (BITS)
Fig. 3

4096

In creation fields of a document in the collection of
the document database operation in (Fig. 4) mean time
in a millisecond with varying key size new document
insertion in the collection of the document database and
encrypted fields 223 Bytes (12 Fields) along with 90
Bytes (12 fields) plaintext. The mean time is in
millisecond 22.33, 22.5 and 29 respectively of RSA key
size 1024, 2048 and 4096 and their standard deviation
and dispersion are 3.72, 5.00 and 4.81 in a millisecond.
The performance of the document database is very high
in insertion and creation of the documents in the
collection of the database and result shows mean time in
the millisecond and their standard deviation.

Document Create / Insert Document
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Fig.4

4096

In (Fig. 5) updating encrypted 223 Bytes Fields (12
Fields) and (12 Plaintext Fields). The mean time in
millisecond 23.83, 23.83 and 25.83 respectively of the
RSA key size 1024, 2048 and 4096 are their standard
deviation and dispersion is 5.45, 6.88 and 1.60. In the
update operation, the performance of the document
database is very high and results mentioned mean time
of each operation and their standard deviation from
mean time in millisecond.
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7. CONCLUSION

In this paper, a secure Middleware is proposed to
provide transformation of private, confidential and
personally identifiable information into encrypted and
unreadable form using asymmetric cryptography with
varying the key size. It provides a level of security
according to user requirements. Experiment and result
confirmed that proposed secure Middleware is
easy,useful, useable and provides enhances security. All
non-relational database to be used without any
modification.
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