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1.                           INTRODUCTION 
DDoS attack is a growing issue in the Information 

Age. The attack typically works by flooding a target 
with bogus network traffic via various ways to 
overwhelm its resources and consequently causing 
cascading failures. Following the rise of IPv6 and 
Internet of Things (IoT), these attacks are undeniably 
becoming more abusive. A reflected DDoS is more 
detrimental because the attack is more distributed and 
mostly involves servers (amplifiers) that are capable of 
sending amplified responses. 
 

On March 18 2013 (Anagnostopoulos et.al.,2013), 
a cyber-attack caused by DNS amplification has 
resulted in what many security experts are calling one 
of the largest reflected DDoS so far. The attack works 
by distributing spoofed DNS requests to numerous open 
resolvers. An open resolver is a DNS server that 
recursively replies to random DNS queries from anyone 
all over the cyberspace. Due to spoofing, these servers 
then would assume as if the DNS requests were sent 
from the intended target and all DNS responses are 
redirected (reflected) to that target instead (Fig. 1). The 
attack leverages the fact that a single DNS request 
(small investment) can generate large DNS responses 
(amplified returns), where Amplification Factor (AF) is 
defined as: response size / request size. Cisco (2015) 
highlighted that DNS amplification attack remains a 
concern in 2016. Conventional countermeasures        
like Firewall and IPS mostly rely upon       
predetermined   attack patterns or malicious contents                      
(Bauer et. al., 2012). This however does not apply to 

protocols like DNS since it transparently involves 
legitimate traffic. They also do not scale well due to 
their stateful design, where each packet is compared 
against the state table for deep packet inspection (Sheth 
and Thakker, 2013). Hence, the approach would not be 
able to keep up with inspecting all data at high 
throughput levels. Thus, an incentive-driven approach is 
required and can be achieved via flow-based analysis 
(Nitin et.al., 2012). 
 

The main advantage of flow-based is its feasibility 
within high-speed networks since it relies on packet 
headers (Golling et.al., 2014). A flow is a unidirectional 
sequence of packets that share the values of ingress 
interface, source/destination IP address with port 
number, protocol, ToS, and the non-key fields (i.e. 
durations, packets, bytes, and flows). A flow-based 
operation typically works by caching incoming packets 
in the flow cache for aggregation purpose (Fig. 2). The 
aggregated flows are then exported as flow records to a 
dedicated server (collector) for analysis (Fig. 3). As of 
today, there are two well-known  types of flow-based 
application; NetFlow (fixed) (Chen et.al., 2015) and 
NetFlow (flexible) (Afaq et.al., 2015).  
 

In this paper, Section 2 discusses the problem 
statement of fixed flow-monitoring. Section 3 is 
methodology in which the fundamental concepts of 
flexible flow are discussed. Section 4 describes the 
proposed approach to deploy testbed. Section 5 is the 
discussion, and finally section 6 concludes the paper. 
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Fig. 1. Theoretical concept of DNS amplification attack 
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Fig. 2. Standard flow-based operation 
 

 

 
 

Fig. 3. Standard flow-based component 
 

2.                  PROBLEM STATEMENT 
NetFlow is highly subjected to cache timeout, 

where at least 5 to 10 minutes of aggregated flows are 
required before the traffic can be determined as benign 
or malicious. Though the timeout value can be reduced 
to a minimum of 1 minute, it would cause inadequate 
data collection and high false positives. Then again, 5 to 
10 minutes duration is contradicting the concept of a 
near real-time environment. Cache timeout is not the 
only factor of delays, but the predefined values of fixed 
flow itself are restricted to give enough information for 
real-time detections; higher thresholds required. 
Moreover, flow cache has explicit size limits. In the 
event of an attack, the amount of incoming traffic 
would rapidly intensify and lead to cache exhaustion. 
Existing flows will not be exported until the timeout is 
reached, and new flows will not be cached until the 
cache is cleared. This is considered as intrusive if the 
new flows consist of normal traffic. Most of the flow-
based researches and analysis rely upon NetFlow since 
it was formerly considered as a de-facto industry 
standard and has large community support back then    
(Li et. al., 2013) (Hofstede et. al., 2014) (Huistra. 2013) 
(Rossow. 2014). Nowadays, sFlow is gaining 
considerable attention due to its association with recent 
technology like Software-Defined Networking (SDN) 
and alternative flow records’ options. 
 

3.                         METHODOLOGY 
sFlow permits users to add extended flow values that 

suited the analysis goals (i.e. DNS application data). 
The data consist of, but not limited to, query ID, query 
type, query name, return code, and number of returned 
answers. Conversely, extended flow values might 
unnecessarily increase the size of flow records. 
However, not all DNS application data are required. As 
long as the optimally selected values fulfill the 
detection criterion, it would not excessively increase the 
size of flow records. Apart from the flow values, sFlow 
permits users to choose between normal and immediate 
cache as well. Immediate cache enables flows to be 
exported instantly based on certain flow values (e.g. 
port 53). If a flow is parsed and does not meet the 
criteria, it is stored in the normal cache instead. 
 

This paper proposed a detection method of DNS 
amplification attack through the monitoring of optimal 
DNS application data via sFlow module. The 
performance of proposed solution includes the 
measurements and aspects of response time; comprising 
average detection duration and interval (period between 
time of attack and time of detection), in conjunction 
with varying normal to abnormal ratio, network speed, 
DNS queries, attack sources, and total volume sent. 
 

3.1 DNS Application Data 
Out of the five highlighted metrics in Section 3, 

DNS query transaction ID appears suitable to fulfill the 
requirement of being distinctive and lightweight as only 
a single counter is needed. 

 

Theoretically, a targeted network shall receive huge 
sums of traffic from DNS servers while there is           
no or minimal request involved (Rossow. 2014). 
Conventionally, this can be computed through the ratio 
between received and sent bytes. If the ratio is larger 
than a threshold or equals to 0, then it will be marked as 
suspicious. 
 

However, the computational process can only be 
done after a predetermined cache timeout as shorter 
period will lead to deficient outcomes (false positives). 
In terms of Query ID, benign DNS traffic should have 
equivalent Query ID for both queries and replies. Else, 
there is an attempt of DNS amplification attack. 
Compared to conventional approaches, Query ID does 
not require excessive computation of flow values. 
 

(Fig. 4) shows an example of benign DNS traffic 
captured from simulated data, where for every standard 
query (e.g. 0x0002 A test.com), there is a standard 
query response that matches the transaction ID, in hex  
value, (e.g. 0x0002 A 172.168.10.12). While (Fig. 5) 
shows a snippet of malicious DNS traffic captured from 
a virtualized target, where multiple standard query 
responses with multiple occurrences, do not have its 
corresponding standard query. 
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DNS query transaction ID is one of the packet-
level information wherein it is not technically visible in 
the IP packet header or standard flow values           
(fixed flow). 
 

 
 

Fig. 4. Benign DNS packet capture via Wireshark 
 

 
 

Fig. 5. Malicious DNS packet capture via Wireshark 
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Fig. 6. Flowchart of proposed detection logic 
 

Algorithm I Proposed Detection of DNS Amplification Attack 

1: function GetDNSResponse 
2: Fresponses = {IPsrc, IPdest, Psrc, Pdest, Prot,  Bytes} 
3: FDNS = {QID} 
4:  export Fresponses by Psrc to Fexported 
5: for each Fresponse in Fexported do 
6: Fext. = Fresponse.FDNS = {IPsrc, IPdest, Psrc,  Pdest, Prot, 
 Bytes, QID} 
7: if QID > 1 or QID = 0 then 
8: return “Fresponse.IPsrc suspicious” 
9: end if 
10: end for 

11: end function 

As a result, flexible flow compensates for the 
drawback of standard flow values by adding selective 
metadata extracted from IP packet payload onto the 
detection logic. 
 

3.2       Prospective Detection 
Hypothetically, the proposed detection logic 

classifies between normal and abnormal traffic by 
utilizing flexible flow values, in which any dissimilarity 
or absence of DNS query transaction ID would signify 
an attack. In relation, the module intends to solve issues 
regarding limitation of flow values and cache overload. 
In practice, it is aimed to work below than 1 minute of 
data, as a trade-off between the collection of data and 
the preference to work in near real-time. 
 

Both flowchart in (Fig. 6) and pseudocode of 
Algorithm I show that the proposed detection logic 
starts by collecting flow data from the forwarding 
device (collector) and check the predefined flow values 
in the packet header to see if the traffic originated from 
DNS servers. If the source port number belongs to other 
than 53, the flow is stored in the normal cache, else, it is 
stored in the immediate cache. 
 
Next, DNS traffic stored in the immediate cache is 
further scrutinized by looking into additional flow 
values or DNS application data to see if there is a 
matching request query ID in the flow records. If yes, 
the traffic is classified as a normal DNS response, else, 
it is marked suspicious. In order to pre-validate the 
hypothesis, a series of experiments are conducted on a 
testbed encompassing varying network profiles and 
attack scenarios. 
 

4.                            TESTBED 
(Fig. 7) shows the initial setup of the testbed, where 

all research instruments are mainly set on a single 
machine. The machine runs a 64-bit Windows 7 with 
Intel Core i5-3337U CPU @ 1.80GHz and 8 GB RAM. 
The topology consists of one controller, single switch, 
and two hosts (attacker and victim). 
 

To produce the presented topology, a hypervisor 
(VirtualBox) is installed along with a virtual machine 
appliance (SDN Hub Tutorial VM). The virtual 
machine runs a 64-bit Ubuntu 14.04 LTS with Intel 
Core i5-3337U CPU @ 1.80GHz and 2 GB RAM. On 
top of that, the virtual machine is preloaded with a 
network emulator (Mininet), virtual switch/exporter 
(Open vSwitch), flow analyzer/collector (sFlow-RT; 
where the detection logic resides and enabled), and 
customizable APIs for the detection logic. 

 
Prior to producing synthetic data, a number of 

network profiles are selected for the experimental 
procedure. 
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4.1 Network Profile 
Though the basic setup of the experiment is based 

on Fig. 7, number of attacker (DNS servers) varies 
depending on each network profile. 

 
The profiles are selected based on the studies and 

surveys done by (van Rijswijk-Deij et. al., 2014) and 
(Ryba et. al., 2015). 
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Fig. 7. Proof-of-concept topology 
 

In order to simulate attack scenarios and generate 
the preliminary results, the following profiles are 
considered: 

 

  25 Test Runs (each) 
  Average Attack Duration (seconds) 
  Average Detection Duration (epoch) 
  Interval (period between attack and detection) 
  Ratio (Normal/Abnormal): 10% 50% 100% 
  Total Volume Sent (Mbps): 100 500 1000 
  Query Types: ANY A TXT 
  DNS Servers: 2, 4, 8, 12, 22 
  Speed: 100Mbps 500Mbps 1Gbps 
 

4.2 Attack Scenario 
As described in Section 1, DNS reflection works by 

sending spoofed DNS requests to a number of DNS 
servers that will automatically respond to that DNS 
requests. Hence, before simulating the amplification 
attack, two main aspects should be taken into account; 
attacker should be able to spoof the IP address of target, 
and DNS servers should be able to send large DNS 
responses to the requester. Two Python scripts are used  
for  the attacker and DNS servers. Both scripts are 
coded to suit the controlled environment (supervised 

variables). In order to allow both scripts to be accessible 
through the corresponding Mininet hosts, they are 
placed in the root directory of SDN Hub Tutorial VM 
by default. The first script (open_resolver), which is 
based on DNSLib, is issued on additional hosts’ 
terminal (i.e. other than attacker and target) via 
command python open_resolver.py, to mimic the 
application of open resolvers. DNSLib is a Python 
library that provides the framework of a server. 

 
Table-1: A snippet of detection result via proposed solution (10% 

attack ratio with 100Mbps volume sent) 
 
 

 
 

The second script (dnsamp), which is based on 
Scapy, is issued on attacking host’s terminal via 
command python dnsamp.py, to craft spoofed DNS 
requests. Scapy is a Python library that offers the 
customization and generation of packets for a wide 
range of protocols. Accordingly, findings of the 
experiments are compared with existing solutions done 
by previous related works. 
 

5.               PRELIMINARY DISCUSSION 
This section evaluates the efficiency and 

effectiveness of using DNS Query ID to detect DNS 
amplification attack on synthetic dataset. 
 

The overall preliminary results of this method can 
be referred in (Table-1), (Fig. 8, 9, and 10). 
 

In (Table-1-3), the first row denotes the record ID, 
second row denotes the attack ratio between normal and 
abnormal traffic, third row denotes the total volume 
sent in Mbps, the fourth row denotes the query types 
where the size (bytes) of each query is approximately 
±4096 for ANY, ±2900 bytes for A, and ±512 for TXT. 
The fifth row denotes the number of open resolvers, the 
sixth row denotes the average attack duration in 
seconds, the seventh row denotes the average detection 
duration in epoch, and the last row denotes the period, 
in seconds, between attack and detection (interval). The 
obtained results are observed and analyzed by taking 
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into account the network speed, total test runs, average 
attack and detection duration, as well as the period 
between attack and detection, induced from the dataset. 
 

As stated in Section 3, the proposed solution is 
aimed to work below than 1 minute of data, as a trade-
off between collection of data and preference to work in 
near real-time. In terms of practicality, emphasis is 
given more to detection speed over accuracy, provided 
that the proposed solution is able to achieve a minimum 
of 90% accuracy in less than a minute. 
 

From (Table-1, Fig. 8, 9, and 10), it is observed 
that the average detection time increases as the total 
volume sent rises. 

 

 
 

Fig. 8. 10% Attack ratio over 1Gbps link 
 

 
 

Fig. 9. 50% Attack ratio over 1Gbps link 
 

 
 

Fig. 10. 100% Attack ratio over 1Gbps link 

This is due to the average duration it takes for an 
attack to complete its cycle; finish distributing all 
malicious traffic. It is also observed that there is an 
increment in the average detection time for the 50% 
attack ratio compared to 10% and 100%. This is 
considered nonstandard, though considerably 
acceptable, since the average detection time pattern is 
projected to be decreasing as the attack ratio increases. 
 

In Table-1, record ID A1, A4, and A7 show that the 
interval value increases as the number of open resolvers 
rises (i.e. ±8.17 seconds, ±28.47 seconds, and ±68.75 
seconds). This means that a more open resolvers 
involved in an attack, the quicker the malicious traffic is 
detected due to the increasing levels of distinctiveness 
in DNS Query ID. 
 

 
 

Fig. 11. 10% Attack ratio over 500Mbps link 
 

 
 

Fig. 12. 10% Attack ratio over 100Mbps link 
 

(Fig. 8, 9, and 10) show that there is a slight 
decrement in the average detection time, when 
measured in epoch, as the response size for each type of 
query increases. This conforms the principal of DNS 
amplification attack, where bigger response size leads 
to the rapid saturation of network link, hence speeds up 
both average attack and detection duration. It should be 
noted that the results in and Fig. 8, 9, and 10, are tested 
with 1Gbps of network speed. 
 

Fig. 11 represents the results for 500Mbps, while      
Fig. 12 represents the results for 100Mbps. Based on 
(Fig. 8, 11, and 12), it is perceived that both average 
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attack and detection duration increases as the network 
speed decreases. This corresponds to the postulation 
that the slower the speed, the more time it takes for an 
attack to complete its cycle, thus slows down detection 
time. Likewise, the overall pattern for 500Mbps and 
100Mbps are gradually comparable to 1Gbps of 
network speed. 
 

The maximum average detection time recorded, 
counting in the discrepancies with 50% attack ratio, is 
approximately within 50 seconds; fulfilling the 
requirement of the proposed solution to work below      
1 minute of data. 
 

Relatively, both (Huistra. 2013) and (Rossow. 
2014) are among the current and closely related 
researches in terms of identifying reflected DDoS attack 
via flow-based analysis. For comparative study 
purpose, their methods are replicated in the research 
framework  as well. 
 

Table-2: A snippet of detection result based on method (10% and 
50% attack ratio with 100Mbps volume sent) 

 

 
 

5.1 Comparison with Huistra on Synthetic Dataset 
This section evaluates the comparison between 

proposed solution and existing solution done by 
(Huistra. 2013). 
 

(Huistra. 2013) proposed a detection of DNS 
amplification attack using fixed flow data generated 
from NetFlow-configured router. The detection logic is 
based upon total number of packets per flow and 
average number of bytes per flow, while the threshold is 
subjected to optimization and dependent on network 
profiles. For evaluation purpose, the method is only 
tested with 1Gbps of network speed. 
 

(According to Huistra. 2013), regular DNS 
responses are inspected to correspond below the value 
of 1000 packets per flow or the average of 900 bytes 
per flow. In terms of threshold, the flows are considered 

suspicious if total number of packets per flow exceeds 
1000 packet counts, or if average number of bytes per 
flow exceeds 900 bytes for flows with less than 1000 
packet counts. The reduction of these values would 
raise inaccuracy or false positive rates. 
 

Accordingly, any defined threshold in this 
detection logic is multiplied 100x when tested upon 
non-sampled dataset as the dataset from this network is 
sampled at a rate of 1:100 for brevity. 
 

The overall preliminary results of this method can 
be referred in (Table-2), (Fig. 13, 14, and 15). 
 

From record ID B1 and B16 in Table-2, it is 
observed that the average detection time decreases as 
the attack ratio increases (i.e. ±60 seconds and ±49 
seconds). Unlike the proposed solution, this method 
parallels the projected pattern, where the more attacking 
traffic are being distributed, the sooner they are being 
detected. This is due to the fact that the method is based 
upon statistical analysis (total packets and average 
bytes) instead of pattern matching (DNS Query ID). 
 

 
 

Fig. 13. 10% Attack ratio over 1Gbps) 
 

 
 

Fig. 14. 50% Attack ratio over 1Gbps  
 

 
 

Fig. 15. 100% Attack ratio over 1Gbps  
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However, it is also observed that this method works 
better if the number of open resolvers involved are 
comparatively higher. Based on the generated data, 
record ID B5 and B20 in Table-3 show that the method 
is only able to detect an attack after its cycle is 
completed (network link saturated) if the number of 
open resolvers are relatively lower (±4 and below), as 
seen through the calculated negative intervals (i.e. ±-
12.26 seconds and ±-1.55 seconds). Then again, the 
potential damage is expected to be trivial in some real 
case scenarios since it would lessen the amplification 
effect to have smaller amounts of open resolver and 
defeat the sole purpose of the attack. Conversely, the 
maximum average detection time recorded is 
approximately within 300 seconds (over 100Mbps 
link); 6 times more than the proposed solution. 

 
Table-3: A snippet of detection result based on method            

(10% attack ratio with 100Mbps volume sent) 
 

 
 

 
 

Fig. 16. 10% Attack ratio over 1Gbps link via Rossow  
 

 
 

Fig. 17. 50% Attack ratio over 1Gbps link via Rossow  

 

 
 

Fig. 18. 100% Attack ratio over 1Gbps  
 

5.2 Comparison with Rossow on Synthetic Dataset 
This section evaluates the comparison between 

proposed solution and existing solution done by 
(Rossow 2014). The author proposed a fixed            
flow-based solution to detect DNS amplification attack 
using parameters obtained from NetFlow-configured 
exporter. The detection logic is based upon number of 
received bytes-per-pairflow, and ratio of sent and 
received bytes, while the threshold is subjected to 
optimization and dependent on network profiles. For 
evaluation purpose, the method is only tested with 
1Gbps of network speed. According to (Rossow 2014), 
regular DNS responses are inspected to correspond 
below the value of 100,000 bytes-per-pairflow. 
Furthermore, it is inspected that the numbers of replies 
for a regular host should parallel the numbers of 
queries. In terms of threshold, the flows are considered 
suspicious if number of received bytes-per-pairflow 
exceeds 100,000 bytes, and ratio of sent and received 
bytes equals to zero: bytes to server / bytes to client 
(since a client would rarely send requests to the server, 
bytes to server value remains mostly zero). The overall 
preliminary results of this method can be referred in 
Table-3, Fig. 16, 17, and 18. Though the hypothetical 
concept is practically similar to the proposed solution, 
in which a targeted network shall receive huge sums of 
traffic from DNS servers without any request involved, 
this method is still based upon statistical analysis 
instead of pattern matching. This means that the 
detection is susceptible to delays in the same way as 
Huistra (2013), where the attack would not be detected 
until it exceeds the threshold value. Moreover, it also 
reflects that the overall pattern of the method is 
technically equivalent to Huistra (2013); when the 
attacking traffic increases, the detection time decreases. 
Nonetheless, record ID C1, C4, and C7 in Table-3 show 
that there is a minor difference in terms of the number 
of open resolvers required for this method to operate 
adequately (±12 and above), as seen through the 
calculated negative intervals (i.e. ±-37.03 seconds, ±-
19.44 seconds, and ±-7.19 seconds). The maximum 
average detection time recorded is approximately within 
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600 seconds (over 100Mbps link); 12 times more than 
the proposed solution. 
 

6.                         CONCLUSION 
This paper addressed the significance of flexible 

flow-based analysis and substitute flow values in 
detecting DNS amplification attack. Based on average 
detection duration and interval, preliminary results 
showed that the proposed solution rationalizes the 
hypothesis presented in Section 3, in which the 
detection logic should at any rate perform better than 
the related studies (below 1 minute of data). 
Additionally, the method includes an alternative to ease 
memory consumption of flow exporters by precluding 
cache timeout. 
 

6.1    Future Work 
Although the testing is based on emulated network, 

experimental output should be commutable to network 
traces involving actual malicious DNS responses. 
Further refinements will focus on the evaluation of 
proposed solution with authentic dataset, which include 
the measurements and aspects of false positives, false 
negatives, accuracy, precision, and recall, as well as its 
integration with a reasonable mitigation approach to 
diminish amplified DNS traffic, based on traffic 
shaping mechanism in security-centric SDN. 
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