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1.                                     INTRODUCTION 
The issue of device pairing for mobile ad-hoc 

and ubiquitous computing systems is not new any more. 

It has been addressed by many researchers during the 

last 10 years and a large set of protocols, tools and 

techniques have been proposed. A survey on device 

pairing can be found in (Malkani et al., 2009a, 2010a). 

Apart from academic researchers, in recent years 

several industrial and standardization agencies have 

also realized the importance of this issue. These include 
WiFi Alliance, Universal Serial Bus (USB) Forum), 

Microsoft Corporation and Bluetooth SIG (Special 

Interest Group). The focus of these agencies on the 

issue of device pairing is to specify secure, usable and 

standard or generic procedures for device association. 

However, as stated in (Malkani et al., 2009a, 2010a)  

most of the existing techniques for device pairing may 

differ in terms of required hardware/software 

capabilities, the security against several attacks and in 

the required level of user involvement and his/her 

attention. For example, some of these schemes consider 

devices equipped with laser, infrared, Bluetooth, and/or 
ultrasound transceivers, while some other schemes 

require embedded microphones and/or speakers, 

displays, accelerometers, and LEDs and /or cameras. 

Similarly, few schemes exploit the knowledge of radio 

signals to establish the secure channel of 

communication between two or more devices, and few  

schemes are those, which require significant 

users’ involvement and attention during the pairing 

process.  
 

We advocated that if we continue to multiply the 
pairing protocols each of which is feasible for certain 

scenarios only, users might be confused about the 

selection of appropriate pairing schemes as well as 

about the steps to follow them due to cognitive 

overhead of remembering several steps of dozens of 

pairing schemes. For example, while pairing two 

mobile phones having the capabilities of accelerometer, 

microphone, speaker, display, camera, infrared and 

Bluetooth might confuse the user about the selection of 

best pairing protocol, because in the given situation 

there are several ways to pair the two devices. It is also 
noted that in modern mobile ad-hoc and ubiquitous 

computing systems heterogeneity is unavoidable in 

terms of devices’ capabilities and requirements, and we 

require mechanisms that allow the user to choose the 

best possible protocols without requiring the user 

attention and/or without considering that the user have 

an in-depth knowledge of the technologies used in the 

modern devices (Malkani et al., 2009a, 2010a). 

Considering these facts, we proposed a framework 

based approach to device pairing in (Malkani et al., 

2009b). In this framework, several pairing protocols   
are  integrated within a  generic  architecture  in order to  
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provide a standard solution to device paring. The 

implementation of the proposed Proof-of-Proximity 

(PoP) framework (Malkani et al., 2009b) and the Co-

location (CoLoc) protocol1 along with the details of the 

software components and classification of the PoP 

protocols is presented in (Malkani et al., 2010b, 2012a). 
In the context of our research, the PoP protocols are the 

group of protocols, which are integrated in the proposed 

system to achieve the goal of device pairing through the 

demonstration of physical proximity. This set is chosen 

to demonstrate the concept, not to limit the use of 

others. The details of the evaluation of PoP Framework 

were presented in (Malkani et al., 2012b). The 

evaluation is performed through analyzing the design 

features of the proposed system and the usability study 

results. Evaluation demonstrated that the proposed 

system achieved its defined goals well (Malkani et al., 

2012b). The focus of this paper is the performance 
analysis of the PoP framework along with extended 

analysis of the usability study results, which were not 

covered in earlier publications (Malkani et al., 2009a, 

2009b, 2010a, 2010b,2012a,2012b) of this research work.  

The organization of the remaining part of this paper 

is as follow. In section 2, a brief summary of the PoP 

Framework is presented, in section 3 summary of the 
implementation of PoP framework is presented, in 

section 4 methodology of system’s evaluation is 

described, section 5 describes the performance analysis 

of PoP Framework and section 6 describes the extended 

analysis of usability study, finally section 7 concludes 

the paper. 

2.   PROOF-OF-PROXIMITY FRAMEWORK 

 

 

Figure 1: The high-level architecture of the PoP Framework 

The high-level architecture of the PoP Framework is 
shown in figure-1. PoP Framework is composed of 

                                                
1
 All other sub-protocols of the proposed system are integrated and 

wrapped into a general protocol called CoLoc protocol, which is core 

part of the proposed PoP framework. 

three parts: (1) registration, (2) devices’ discovery, and 

(3) selection, initialization and execution of the Proof-

of-proximity protocol. As stated earlier, note that all 

these parts are integrated and wrapped into a general 

protocol called CoLoc protocol. The details of CoLoc 

protocol can be found in (Malkani et al., 2012a), 
however for the sake of completeness of this paper, we 

are reproducing the summary of the overall system in 

subsequent paragraphs. 

 Figure 2: Message sequence diagram of the PoP Framework 

The proposed PoP framework is composed of device 
discovery, several device pairing protocols and a 

protocol selection mechanism. These three parts are 

integrated into a generic model in such a way that 

allows pairing of devices using their existing 

capabilities. The proposed system also considers user 

preferences during the process of device pairing and 

helps the user in identifying the best pairing protocol 

according to the situation, thus relieves her/him from 

choosing between a large set (Balfanz, 2002; 

Castelluccia, 2005; Gehrmann, 2004; Goodrich, 2006; 

Holmquist, 2001; Kirovski, 2007; Mayrhofer, 2006, 
2007a, 2007b; McCune, 2005; Prasad, 2008; Saxena, 

2006, 2008, 2009; Soriente, 2007a, 2007b; Stajano, 

2000, 2001; Varshavsky, 2007) of pairing protocols. 
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Interested reader can find the survey and detailed 

analysis of these existing paring schemes and protocols 

in (Malkani et al., 2009a, 2010a). The key features of 

the PoP framework are below: 

a) Secure and Generic:  As stated, the proposed 

system integrates the device discovery mechanism and 

a set of several pairing protocols/schemes mainly 

identified and discussed in (Malkani et al., 2009a, 

2010a). Since none of the discovery systems in their 

original form were found to be suitable in for 

integration and prototype implementation of the PoP 

framework in terms of complexity and the features 

offered by these systems, Malkani et al., (2009b) 

developed their own registration and discovery 
mechanism through combining several features of its 

own (such as confidentiality and integrity protection) 

and the existing well known discovery systems. This 

way the proposed framework is able to provide support 

for various PoP protocols along with integrity and 

confidentiality protected device discovery, and thereby 

comprehensively provides broader scope for device 

pairing in varied types of scenarios in mobile ad-hoc 

and ubiquitous computing environments. 

b) Dynamic PoP protocol selection mechanism: The 

proposed framework follows a PoP protocols 

specification and selection policy when selecting a PoP 

protocol based on device capabilities and user 

preferences. The PoP protocol specification and 

selection mechanism is defined in an XML-based 

policy file. The XML-based policy allows modifying 

the protocol selection criterion at runtime. A runtime 

modification of the protocol selection criterion is useful 

for customizing the PoP protocol selection mechanism 
according to an individual user’s or enterprise needs 

and preferences which were not foreseen at the time of 

deployment. In order to avoid redundancy, we have 

presented the overall working mechanism of PoP 

Framework in figure 2 with the help of a message 

sequence diagram. 

 

3.                      SYSTEM IMPLEMENTATION 
For practical realization of the proposed PoP 

framework, a prototype implementation is carried out. 

The detailed description of prototype implementation of 
PoP framework is already published in (Malkani et al., 

2012a), however for completeness of this paper; we are 

reproducing the summary of system implementation in 

this section. 

 

Total of fourteen PoP protocols are integrated in the 

prototype implementation of the PoP Framework. These 

are classified into three categories distinguishing user 

action(s) in the generation of PoP data and user 

involvement in verifying/matching PoP data. Those PoP 

protocols, which require some user action(s) in the 

generation of PoP data belongs to the category-1, the 

category-2 is composed of those PoP protocols, which 

involve user in the verification/matching of PoP data, 

and the category-3 contains those PoP protocols, which 

require user to be involved in both the generation and 

the verification of PoP data. Table-1 presents the 
summary of the features of the implemented PoP 

protocols. Interested reader can find the detailed 

category-wise description of each of the implemented 

PoP protocol in (Malkani et al., 2012a). 

 

Table 1: List and features of the implemented PoP Protocols 
 

 

4.               SYSTEM EVALUATION METHODOLOGY 

The methodology to evaluate the PoP Framework is 

mainly based on a usability study, which incorporates 
eight pairing protocols/schemes and the proposed 

system that integrates them. The reason for reducing the 

number of pairing schemes from 14 to 8 in conducting 

the usability study is to reduce the chances of data 

inconsistency caused by user fatigue. The eight PoP 
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protocols, which are chosen for the usability study, are: 

Button-to-Button, Blink-to-Button, Seeing-is-Believing 

(i.e. Category-1 PoP protocols), Blink-Blink, Display-

Display, Display-Speaker (i.e. Category-2 PoP 

protocols), Selective Image Comparison, Capture and 

Show (i.e. Category-3 PoP protocols). 

 

It is extensively accepted in the literature of 

usability study that any study, which is performed by 

twenty users captures over 98% of the usability issues 

(Faulkner, 2003). Therefore, a total of twenty 

participants were recruited in the usability process. All 

of the participants are either volunteer students or 

faculty of the University of Sussex, Brighton, United 
Kingdom. Most of the participants are good computer 

users. The usability study is carried out to test the three 

hypotheses: First, is an average user good at identifying 

a correct or best pairing protocol in case he/she has to 

choose from a large set of pairing protocols? Second, 

what should be the extent or level of user involvement 

in the process of device pairing? Third and the most 

important hypothesis is to check or verify  that  the 

proposed PoP framework is an effective solution of 

device pairing issue from user’s perspective, and are 

they considering it as usable or not? The detail of 
usability study is already presented in (Malkani et al., 

2012b), which justifies that the proposed system meets 

its defined goals well. However the focus of this paper 

is performance evaluation of PoP Framework and the 

extended analysis of the usability results, which were 

not presented in (Malkani et al., 2012b). 

5.                          PERFORMANCE ANALYSIS 

Note that the usability study results are generated 
from the data, which is collected through two types of 

questionnaires (i.e. two after-scenario-questionnaires 

(ASQs) and one post-test questionnaire) and two log 

files generated during the experiment. The data 

obtained from the two log files became the basis for 

performance analysis of the proposed system and the 

eight pairing schemes. Performance analysis is based on 

the average task completion times and the average task 

completion rates for each of the test cases. The graph 

presented in figure 3 shows the average task 

completion time along with the standard deviation. It 
shows that Button-to-Button and SiB schemes are faster 

than all of the other schemes. Their average task 

completion times are 19.161 and 20.209 seconds 

respectively. Blink-to-Button and SiC have similar 

approximate average task completion times. Similarly, 

Blink-Blink and CaS have similar approximate average 

task completion times. CoLoc has the largest average 

task completion time. Since CoLoc incorporates several 

PoP schemes as sub- protocols, it is the fact that the 

task completion time for CoLoc is dependent on the 

chosen PoP protocol. 

 

Figure 3: Average task completion time with standard deviation 

 

Refer to the graph shown in figure 4 for task 

completion rates. The task completion rate for all of the 

schemes is good. The only schemes that could not 

achieve 100% completion rate are Blink-to-Button with 

95% completion rate, Blink-Blink with 85% completion 

rate and Display-Speaker with 90% completion rate.  

 

Figure 4:  Task completion rate for each of the test case 

6.                  EXTENDED ANALYSIS OF THE USABILITY                                                    

STUDY RESULTS 

Prior to performing the extended analysis, we present 

the categorized  summary  of  the usability study results  
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in table 2. Some of the results (i.e. safe and fatal errors 

and user satisfaction) are reproduced from (Malkani,  et 

al., 2012b) for the sake of completeness. 

Table 2: The categorized summary of the overall results 

 

 

(A) Combined Metrics Analysis 
We calculated a single score from the collected raw 

data using the Single Usability Metric (SUM) model 

(Sauro and Kindlund, 2005a, 2010a) to rank each of the 

tested pairing schemes and the proposed system. SUM 

was originally introduced by Sauro and Kindlund 

(Sauro and Kindlund, 2005a). It is a single, summated 

and standardized usability evaluation metric, which is 

based on the ISO 9241 pt. 11 (Guidance on Usability, 

1998) and the ANSI (Common Industry Format for 

Usability Test Reports, 2001) defined dimension of 

usability. A SUM score is calculated from the four 
usability evaluation metrics, which are: post-task 

satisfaction, task completion rate, average completion 

time of task, and average number of errors. These four 

metrics are aggregated into a single measure (known as 

SUM score) through the standardization process 

outlined in (Sauro and Kindlund, 2005b). 

Table 3: Overall ranking of schemes based on SUM scores 

 

 

In order to avoid any errors in calculation, we have 

used an Ms Excel utility package to calculate the SUM 

score, which is designed by Sauro and available from 

(Sauro and Kindlund, 2010b). This utility follows the 

original calculation process of the SUM score as 

outlined in (Sauro and Kindlund, 2005b) and contains 

the required pre-set functions, formulas and a set of 

sample data for illustration purposes. We entered all of 

the collected raw data into the downloaded spreadsheet 

package according to the specified rules and format, 
and finally got the results presented in table 3 using the 

confidence level of 95%. According to these results, 

SiB has the highest SUM score, while Display-Speaker 

has the lowest. PoP Framework (i.e. Coloc Protocol) is 

fourth with a SUM score of 72.2%, which interestingly 

out performs most of the schemes (even they do not 

include registration and discovery phases) that are 

tested without integrating into the PoP framework.  

 

(B) Categories Ranking 
Figure 5 shows the graphs, which are drawn from the 

data obtained through post-test questionnaire. Results 

show the ranking for each of the category of PoP 

scheme as given by the participants. Note (as stated 

earlier) that category-1 is that in which user is involved 
in generating PoP data; category-2 is that in which user 

is responsible for verifying the PoP data; and category-3 

is that in which user is involved in both generating the 

PoP data and verifying it. Category-1 consists of 

Button-to-Button, Blink-to-Button and Seeing is 

Believing schemes. Category-2 is composed of Blink-

Blink, Display-Display and Display-Speaker schemes. 

Category-3 consists of Selective Image Comparison and 

Capture and Show schemes.  

Results show that 85% of the participants ranked 

category-1 as the number one; it is ranked as number 

two by 15% participants, and none has ranked it as 

number three. Category-2 is ranked as number one by 

15% participants; it is ranked as number two by 35% 

participants, and 50% of the participants ranked it as 

number three. In the case of category-3, none has 

ranked it as number one, however 50% of the 

participants ranked it as number two and remaining 

50% of the participants ranked it as number three.  

These results revealed that most of the participants 
preferred the first category of PoP protocols in which 

they were involved in generating PoP data. None of the 

participants ranked the third category of PoP protocols 

as their favourite, while second category has a moderate 

ranking as few have ranked it first, some have ranked it 

second and the remaining ranked it third. Further, in 

category-1 the most preferred or satisfactory PoP 

protocol is Button-to-Button, in category-2 the most 

preferred PoP protocol is Display-Display, and in 

category-3 the most preferred PoP protocol is Capture 

and Show. These results suggest that users usually 
prefer to take part and willing to be involved in the 

pairing process. However, some of them prefer to be 

involved at the beginning of the proof-of-proximity 
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phase in order to generate the PoP data, while others 

prefer to be involved during the last steps for 

verification of the PoP data; but majority of the users do 

not prefer to be involved in the process from the 

beginning to end of the pairing process. This advocates 

the fact that user involvement in the secure pairing 
process is unavoidable (Suomalainen et al., 2007); 

however users do not prefer excessive and unrestrained 

involvement or interactions during the pairing process. 

 

 

 
Figure 5: Category-wise ranking of pairing schemes  

(C) Impact of Gender 
The usability study participants’ recruitment process 

was performed without controlling any balance on the 

participant dependant variables, such as age and gender. 

Since there was little difference in the sample size for 

each gender (55% male and 45% female), we 

performed unpaired t-tests to investigate the effect of 

gender on average completion time and user satisfaction 

rating scores. Test results revealed that there is not a 

statistically significant effect of gender on participants’ 

satisfaction ratings and task completion time.  
 

(D) Impact on the Proposed System 
The usability study of the eight pairing schemes has 

an impact on the proposed system. The results are 

useful in improving the PoP protocol selection 

mechanism. Particularly, the SUM score can be used to 

prioritize the PoP protocols. In this case, the decision 

mechanism used to set the recommended order of the 

PoP protocols would also consider the ranking as 

produced by the SUM score. 

 

7.                                    CONCLUSION 
In this paper, the performance evaluation and 

extended usability analysis of a framework for secure 
device pairing is presented. The performance analysis 

showed that the proposed PoP framework out performs 

most of the pairing schemes. The results obtained 

through the extended analysis of the usability study data 

are in favour of a widely accepted view on the part of 

academic researchers, and the device manufacturers or 

industrial researchers that some level of human 

intervention/interaction in the process of secure device 

pairing is inevitable; however, the results also indicated 

that human users are interested in moderate level of 

involvement or interaction. They do not want to be 

overburdened with human-to-device interactions. It is 
noted that the usability study results of eight pairing 

schemes are also useful in improving the protocol 

selection criteria in PoP Framework. Finally, we believe 

that the results and findings of this work including 

(Malkani et al., 2009a, 2009b, 2010a, 

2010b,2012a,2012b) motivates the research community 

to re-think the issue of secure device pairing and come 

up with a more standardized, common and universal 

solution. 
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