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INTRODUCTION 
 

It is a great challenge for public emergency 
services to face the disaster situations arising due to 
natural or man-made disasters. It is necessary to 
provide relevant information to concerned rescue 
persons in a timely manner for coping with such 
disasters in an effective and coordinated manner (Auf 
et al., 1989), (Kyng et al., 2006), (Risse et al.,   
2006), (Manoj et al., 2007). The successful 
coordination requires current information in real 
time, so the deployment of an integrated information 
and communication system is vital for efficient, 
reliable and secure exchange of information 
(Meissner et al., 2002). A large scale emergency 
response operation involves multi-organizational 
teams including government authorities, public 
authorities, volunteer organizations and the media 
and work together to save lives, and other 
community resources (Mehrotra et al., 2008).  

 

The telecommunication services are of great 
importance during emergency situations as it is the 
only means of communication among first 
responders, affected people, and emergency 
management centers. During Hurricane Katrina 
(Lueck 2005), (Thompson 2005), the existing 
communication infrastructure was badly damaged 
and the remaining parts of the network were not able 
to provide adequate communication services to first 
responders (Portman et al., 2008). The networks are 
preferred as they don’t require any existing 
telecommunication infrastructure and are self-
configured.   

 
 
 
 
 
 
 
 
 
 
 
 

 

Reliable and robust communication is vital 
for successful emergency response operations 
(Portman et al., 2008). During emergency situations, 
the deployed ad hoc communication network may 
experience failure or malicious threats (Mehrotra      
et al., 2008). A faulty node may experience some 
software or hardware problem and drop a fraction of 
received packets. A malicious node may attract all 
packets and drop them to create communication 
interruptions among emergency management teams. 
The flow of real-time voice and video data over 
emergency ad hoc network may create congestion 
and may result into delay and packet loss. The 
extensive loss of packets holding emergency related 
information may result into mismanagement of 
emergency response efforts. We propose a dynamic 
trust management scheme for emergency ad hoc 
networks, which identifies such type of misbehaving 
nodes and isolates them from the established routes.   

 

 The organization of the paper is as follows. 
Section II describes some related work. Section III 
presents an overview of the proposed dynamic trust 
management scheme. Section IV describes the 
system components. The simulation results are 
presented in section V and section VI concludes the 
paper.   

MATERIAL AND METHODS 
 

Related work 
 

The Watchdog and Pathrater (Marti  et al., 
2000) scheme has been proposed to identify 
misbehaving nodes and select a path which delivers 
the packets with high probability. The path rating is 
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computed by averaging the rating of the nodes along 
the given path. The CONFIDANT (et al., 2002) has 
been proposed to enforce cooperation among 
network nodes. It maintains a black-list of 
misbehaving nodes and uses alarms to warn other 
fair nodes. It performs route re-ranking, route 
deletion and route request rejection from a 
misbehaving node. It also alerts the source about the 
presence of misbehaving nodes in the route. The 
CORE (Michiardi et al., 2002) has been proposed 
which provides more complex reputation mechanism 
as compared with CONFIDANT. It measures the 
overall reputation of a node by combining its 
subjective, indirect and functional reputation. The 
reputation information is stored in a reputation table 
at each node. It uses a request/response mechanism 
to identify the behavior of neighbor nodes. An agent-
based trust evaluation framework (Pirzada et al., 
2004) has been proposed to categorize nodes based 
on the relevant information. The trust of a node is 
computed by performing trust derivation, 
quantification and computation. The aggregate trust 
of a node is computed by combining trust categories 
along with their weights. A cluster-based trust 
evaluation scheme (Jin, et al., 2005) has been 
proposed which evaluates the trust of a node based 
on own experience and recommendations by the 
cluster head. The cluster head authenticates a node 
through trust value certificate which is used by 
member nodes to show their trustworthiness to other 
network nodes.         
 

Proposed dynamic trust management scheme  
 

The proposed dynamic trust management 
scheme works on top of Ad Hoc On Demand 
Distance Vector (AODV) (Perkins C.E. et al., 2003) 
routing protocol. Traditionally, the AODV routing 
protocol uses hop-count as a route selection metric. 
The proposed scheme enables AODV to find the 
shortest possible route containing only trustworthy 
nodes. The proposed scheme comprises of two major 
components namely Trust Manager and Route 
Manager. The Trust Manager comprises of the 
Monitor and Trust Evaluator and is responsible for 
evaluating and managing trust of neighbor nodes. 
The Route Manager comprises of the Route Setup 
and Route Maintenance and is used for establishing 
and maintaining reliable routes based on the 
information maintained by the Trust Manager.     
(Fig. 1) describes the proposed dynamic trust 
management model. 

 
 

Fig. 1: Dynamic trust management model 

The Monitor at a node observes the packet 
forwarding behavior of its neighbor nodes and the 
Trust Evaluator at a node uses this information to 
evaluate the trust of its neighbor nodes. The Route 
Setup establishes a route comprising of only 
trustworthy nodes. If some misbehaving node is 
detected in an established route, the Route 
Maintenance is used to inform the source node to 
establish a new reliable route. We use the term trust 
and reliability interchangeably. The proposed system 
works as follows. When a node sends or overhears a 
packet from its neighbor node, the Monitor stores 
and maintains the packet information. After certain 
number of sent packets (Packet interval), the Trust 
Evaluator evaluates the packet forwarding behavior 
of the neighbor node and ranks it accordingly. If 
some unreliable node is detected in an established 
route, the Trust Evaluator intimates the source to find 
a new reliable route through Route Maintenance. 
During Route Setup, the source node initiates route 
discovery by broadcasting Route Request (RREQ) 
messages. The intermediate nodes receive RREQ 
messages and broadcast the same to their neighbors. 
When the RREQ reaches at the destination, it 
generates a Route Reply (RREP) message. When a 
node receives RREP message from its neighbor, it 
checks for the reliability information of the neighbor. 
If the neighbor is reliable, the RREP message is 
forwarded towards the source node; otherwise the 
RRREP message is dropped. This process continues 
until the source node receives first RREP message 
from its trustworthy neighbor node. This        
indicates the establishment of a trustworthy route and 
the data packets are transferred along the established 
route.   

   
Components of the proposed scheme 

 
It has been mentioned in section III that the 

proposed dynamic trust management scheme 
comprises of various components. This section 
presents a brief description of those components. 
 
A. MONITOR 

 
The Monitor stores the packet forwarding 

behavior information of neighbor nodes in the packet 
buffer by observing their packet forwarding 
behavior.  (Fig. 2) shows the structure of the packet 
buffer. The 

,i jidP represents the packet ID which has 

been sent by node i to node j, 
,i jsrcP represents the 

source address of the sent packet, 
,i jdstP represents 

the destination address of the sent packet, jID  

represents the ID of node j, jiT ,  denotes the packet 

sending time from node i to node j and ijT ,  
represents the packet overhearing time at node i from 
node j.   
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Fig. 2: Structure of packet buffer 

 
When a packet P is sent by node i to node j, 

the Monitor at node i stores the packet ID into
,i jidP , 

source address into
,i jsrcP , destination address 

into
,i jdstP , receiver ID into jID , and the packet 

sending time into jiT , . When node i overhears a 
packet P’ in promiscuous mode (Marti S. et al., 
2000) from its one-hop neighborhood N, 
where Nj∈ , it compares the ID, source address and 
destination address of the overheard packet P’ with 
associated entries in packet buffer. If there is a 
match, the Monitor at node i stores the packet 
overhearing time into ijT , and ignores the overheard 

packet P’. If there is no match, the Monitor at node i 
simply ignores the overheard packet P’. The 
following algorithm describes the working principle 
of the Monitor at node i.  
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 B.   TRUST EVALUATOR 

 
The Trust Evaluator is responsible for 

evaluating the trust of neighbor nodes depending 
upon the information provided by the Monitor. The 
Trust Evaluator stores the trust information about 
neighbor nodes in a neighbor buffer as shown in  
(Fig .3).  

 

 
 
Fig. 3: Structure of neighbor buffer 
 

The ,i jS represents the number of packets 

sent by node i to node j, ,i jH represents the number 

of packets overheard at node i from neighbor j, 
,i jpfr denotes the packet forwarding ratio of node j 

observed by node i, ,i jD  represents the average 
round-trip delay of packets sent from node i to 
neighbor node j and ,i jB  represents the behavior of 
node j observed at node i. When the number of 
packets sent by node i to neighbor node j reaches 
packet interval n, it computes the values 
of ,i jS , ,i jH , ,i jpfr , and ,i jD . The value of n should 
be neither small nor large, but it should be selected in 
such a way that it can help in identifying the true 
behavior of the neighbor node. The value of ,i jpfr is 
computed as below: 

 
, , ,/ (1)i j i j i jpfr H S=  

 

The value of ,i jD is computed by taking the 
average of the round-trip delay of the overheard 
packets at node i from node j after sending n packets 
as follows. 

 

, , ,( ) (2)i j j i i jD T T= −  
 

The Trust Evaluator at node i can determine 
the value of round-trip delay threshold dTh after 
exchanging some packets with its one-hop 
neighborhood N, where j N∈ , during initial 
communications similarly as shown in Eq. (2).  Once 
these values are computed, the behavior of node j 
observed by node i, ,i jB can be computed as follows. 

If the value of ,i jpfr is zero, an alarm for node 

j, ,i jM is incremented by one and the route 

maintenance is initiated. The values of ,i jS and 

,i jH are reset to zero. If the value of ,i jM reaches 
five, node j is assumed to be malicious. If the value 
of ,i jpfr lies between zero and packet forwarding 

threshold, pfrTh , and the average round-trip delay is 
less than or equal to the round-trip delay threshold, 
an alarm for node j, ,i jF is incremented by one and 
the route maintenance is initiated. The values of 

,i jS and ,i jH are reset to zero.  If the value of 

,i jF reaches five, node j is assumed to be faulty. If 

the value of ,i jpfr lies between zero and packet 
forwarding threshold, and the average round-trip 
delay is greater than the round-trip delay threshold, 
node j is assumed  to  be  congested  and    the   route  
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maintenance is initiated. The values of ,i jS and 

,i jH are reset to zero. If the value of ,i jpfr is greater 
than or equal to the packet forwarding threshold, and 
the average round-trip delay is less than or equal to 
the round-trip delay threshold, node j is assumed to 
be reliable. The values of ,i jS and ,i jH are reset to 
zero. The following algorithm describes the working 
principles of the Trust Evaluator.   

 
C.    ROUTE MAINTENANCE 

 

When the Trust Evaluator identifies its 
neighbor as faulty, malicious or congested, it initiates 
Route Maintenance to inform the source node for the 
establishment of a new reliable route. The route 
maintenance is initiated by sending a Route Error 
(RERR) message to the source node as shown in 
(Fig. 4). For example; when node i detects that node 
j is malicious, it sends RERR message to node g to 
establish a new reliable route. Node h deletes the 
route to node l from its routing table and node g 
starts a new route discovery.    

 

 
 
Fig. 4: Route maintenance 
  

D. ROUTE SETUP 
 
The source node initiates route setup by 

broadcasting Route Request (RREQ) message to its 
neighbors. The intermediate nodes forward the 
RREQ message to their neighbors and the RREQ 
message reaches at the destination. The destination 
unicasts the Route Reply (RREP) message to the 
source along the reverse route. An intermediate node 
receives RREP message from its downstream 
neighbor and checks for the trust information of the 
neighbor from its neighbor buffer. If the trust 
information of the neighbor is not found, it indicates 
that there has not been any previous interaction 
between the current node and its neighbor, and the 
RREP message is forwarded to the upstream 
neighbor of the current node. If the downstream 
neighbor is a faulty or malicious node, the RREP 
message is discarded by the current node. If the 
downstream neighbor is a reliable node, the RREP 
message is forwarded to the upstream neighbor of the 
current node.   

 

If the downstream neighbor was detected 
congested during the last interaction, the RREP 
message may be forwarded to the upstream of the 

current node on the hope that the downstream node 
might have become uncontested. When the source 
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node receives first RREP message from its 
downstream neighbor, it establishes a reliable route 
to   the  destination.    Once     the   reliable   route   is  
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established, data communications take place. The 
route setup process is represented in (Fig. 5) as 
follows.      

       

 
 

Fig. 5: Route setup process 
 

The source node e broadcasts RREQ 
message for finding a route to destination node k. 
The intermediate nodes f, i and l receive the RREQ 
message and broadcast the same to their neighbors. 
When destination node k receives RREQ messages, it 
generates RREP message and unicasts it to the 
source node e along the reverse routes. Node h, j and 
n receive RREP message and forward to their 
upstream neighbors as node k is assumed to be 
reliable. It is assumed that during previous 
interactions, node j was detected as malicious at node 
i. When node i receives RREP message from node j, 
it finds that node j is malicious and drops the RREP 
message. If node e receives the first RREP message 
from node l, the route e l m n k→ → → → is 
established. The RREP message received from node f 
is simply ignored. The flowchart in (Fig. 6) describes 
the route setup process.  

 

 
 

Fig. 6: Route setup flowchart 

RESULTS AND DISCUSSION 
 

 
Simulation Results 

 
We simulate the proposed scheme and 

evaluate its performance in terms of average network 
throughput and average end-to-end delay. The 
simulations are carried out in the presence of faulty, 
congested and malicious nodes. For convenience, we 
label all fair nodes using AODV routing protocol as 
AODV, a mix of faulty and fair nodes using AODV 
as FAODV, a mix of malicious and fair nodes using 
AODV as MAODV and a mix of fair nodes and 
congested nodes using AODV as CAODV. We name 
our scheme as Trusted AODV (TrAODV) for all 
scenarios. The simulation parameters are 
summarized in (Table I) as follows.  

 

Table 1. simulations parameters 
 

Number of nodes 50 

Coverage area 1000 x 1000 meters 

Propagation model Two ray ground 

Mobility model Random way point 

MAC protocol 802.11 

Routing protocol AODV & TrAODV  

Packet type CBR 

Packet size 512 Bytes 

Interface queue size 100 packets 

Packet interval n 100 packets 

Packet forwarding threshold 0.7 

No. of misbehaving nodes 5 

Node movement speeds 1,2,3 meter / second 

Simulations time 10000 seconds 

 
(Fig. 7 and 8) show the performance of the proposed 
scheme in terms of throughput and delay in the 
presence of faulty nodes.  
 

 
 

Fig. 7: Throughput performance against faulty 
nodes 
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Fig. 8: Delay performance against faulty nodes 
 

The performance of the proposed scheme in 
terms of throughput and delay against malicious 
nodes is shown in (Fig. 9 and Fig. 10) respectively.   
 

 
 

Fig. 9: Throughput performance against 
malicious nodes 

 

 
 

Fig. 10: Delay performance against  
malicious nodes 

 

(Fig. 11 and 12) represents the performance 
evaluation of the proposed scheme in terms of 
throughput and delay in the presence of network 
congestion. 
 

 
 

Fig. 11: Throughput performance against 
congestion 

 

 
 

Fig. 12: Delay performance against congestion 
 

CONCLUSION 
 
 We propose a dynamic trust management 
scheme for emergency ad hoc networks which keeps 
track of faulty, congested and malicious nodes and 
isolates these nodes from the established routes. The 
simulation results show that the throughput 
performance is improved in the presence of faulty, 
malicious and congested nodes against a little 
increase in delay. The proposed scheme only uses 
direct observations to identify misbehaving nodes. It 
is required to extend this scheme to obtain the trust 
information about a node through direct observations 
and recommendations from other trustworthy nodes.     
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