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Abstract— With the expansion of acute gadgets and rapid networks, the devices have expanded towards wide 

acknowledgments, that are the principle of widespread and low-  manage networks.  These devices can be managed remotely  to  

play  out  the  desired  usefulness  of  network  meanings.  By using this  concept  SDN  acts  as  a  significant   role in remote 

connections of these core  devices.  Because of separation of  hardware  &  software  it  becomes  easy  to  deploy on different 

devices in order to obtain  software  control  then  at  the  same  time  it  is  trying  to  manage  these integrated  techniques  under  

the  same  ridge.  This   paper   presents   a comprehensive review  of  existing  techniques  used in software defined networking  

domain.  This  research  article  also  presented  some  different  constraints  of  software  defined  networks  that  is  causing  the  

efficient  practice  of  software   defined   networking   by   comparing   these   constraints from different research articles. 
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I. INTRODUCTION 

We are living in an era of advanced technology, where 
everything vicissitudes day by day in other words our lives 
are becoming intellectual to become smarter than as we are 
now. Many gadgets are introduces and most of them need to 
connect with network because of that the network grows 
exponentially and to meet these necessities network devices 
becomes more complex [2-3], furthermore it’s also very hard 
and time consuming for network administrator to configure 
on individual device due to even for very small change 
occurred in network like if any device is added or is removed 
so we have to reconfigure many routers and switches 
because of that little change and it may produce 
inconsistency and errors in any form human or devices [1]. 

SDN (Software Defined Network) is a concept of two 
different planes data and control, and move it into a 
centralized server through which all devices are connected 
so if any change occurred in network we just need to inform 
that server and it’s not much harder it consumes very less 
time, so the all complexity of network management is 
shifted towards a software based controller (Centralized 
Server) and provide a fine underlying abstract infrastructure 
[4][5]. It allows controlling and managing the data plane and 
networking devices directly by central server [1]. 

Basically it’s an architecture for remote networking. This 
approach allows then network administrator to manage, 
initialize, control and change network behavior dynamically 
through. [4]. SDN meant to address the static architecture 
i.e. traditional network which not supports the dynamic, as 
multiple hazards are there i.e. storage needs and scalable 
computing of modern computing environments. [2-5] It is a 
cost less solution because of centralized server and worked 
efficiently as it saves the time as well [3]. 

SDN has a great potential to change the way of network 
functioning but as it separates the data plane and control 
plane then now all control separates from the devices and 

 

shifted to a central server. Because of separation of control 
plane from data plane [3]. 

Data plane fastly processed packets it looks at the packet 
header and then make a forwarding decision while the 
control plane puts the forwarding state there [5]. SDN seems 
like a revolutionary change in networking that’s why it’s 
growing at very fast pace and still there are many research 
challenges to be addressed and many network experts are 
working on it to make it more comfortable and proficient. A 
taxonomy of SDN architectural components with their 
implementations regarding of control plane & for the packet 
forwarding different flow are provided below in figure 1. 

 

 

Figure 1. Taxonomy of Software Defined Network 
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The rest of the paper is organized as follows: Section II 
presents software defined networks architecture. Section III 
discusses the control planes with the help of application 
layer, control layer and infrastructure layer. After that 
Section IV discusses the open issues of in software defined 
networks in terms of security and security attacks. Later, 
Section V looks into Network virtualization. Finally, Section 
VI elaborates the scopes, limitations, future directions with 
concluding section. 

II. SDN ARCHITECTURE 

 

The architecture of SDN defines how a computing and 
networking system can build remotely [20]. In SDN 
Architecture there are three layers’ data layer (data plane), 
controller layer and application layer. SDN is developed to 
enable programming control of networking in data-Path [10]. 

By decomposing control and data planes, SDN promises 
network management and flexibility towards innovation [1] 
A SDN controller framework is suggested that can allow a 
single application to run at both central and local controllers 
resulting in offload computation at local controllers [2]. For 
large scale networks, a simulation tool can be used to 
manage high traffic loads and policies [3]. As SDN is being 
evolved as an emerging technology, security is one important 
element and the security vulnerability assessment is an 
important and necessary process to undergo [4]. 

Data communication networks consists of end devices 
with the network infrastructure [3]. This is a shared 
infrastructure. It is quite difficult to deploy new versions of 
an existing protocol within the existing network and it’s 
nearly impossible to deploy new protocol in existing 
infrastructure by deploying its architecture it becomes easier 
because of flexible architecture of SDN [5]. 

There are other architectures available for SDN which are 
technically different but the basic idea of SDN are same 
which is basic SDN principle of separation of control plane 
and data plane and they exchange information. Some of them 
are NFV& Open flow [7]. 

 

 

Figure 2. Comparison of SDN and traditional networking 

 

Figure 2 differentiate the both forwarding actions of 
traditional networks with SDN. Basically SDN is the 
software that is connected to any hardware which is intended 
to forward or manage data. This is consisting of different 
kind of switches which we called SDN switches & 
traditional switches that are connected physically by 
different wires. Switches are the devices of which are used to 
forward packets that contain the rules which is used to 
formulate decision for packet forwarding. These some most 
common issues discussed in most of research papers and 
some papers possess some solutions for that but still not 
much effective. 

III. DISTRIBUTED CONTROL PLANES 

Distributed control planes are also good topic for research 
some researches must be made only on distributed control 
planes as basic idea of SDN is consist of control planes on it 
may give brighter image as SDN have now becomes the 
distributed system, are also it is in trend these days and 
already resolved many problems so it’s a good clue for 
researchers to work on it [3] 

SDN is divided in major three layers. Different kind of 
entities which are working in different layers can be 
anywhere in network. All the communication between them 
is compulsory and common. 

A. Application Layer 

Application layer is the top most layers where 
applications reside in the SDN architecture. These SDN 
applications need to communicate with the lower layer 
which is control layer. The communication is established 
using application programming interface (APIs) [19]. 

SDN applications can be of many types of network 
management or business applications, depending on each 
type, application layer can also collect information from the 
control layer for decision making and as well as to create an 
abstracted view of the whole network [2]. 

B. Control layer 

The controlling of the entire network is done by control it 
is a brain of the software development network all records 
promote is occur in data layer but all the controlling is take 
place in control layer. 

In Control Layer of the SDN architecture, SDN controller 
is logically responsible to receive instructions from the SDN 
application layer and further moves it forward to the 
networking devices. 

SDN Controller can also receive information from the 
infrastructure layer and share it with the given SDN 
application acting as a middle man [1][9] Control Layer acts 
as a key requirement for the adoption of centralized control 
solutions in order to deploy a resilient, secure, dynamically 
configurable, adaptive, and virtualized infrastructure [18]. 



University of Sindh Journal of Information and Communication Technology (USJICT), Vol.4(3), pg.: 104-108 
 

106  

 
 

C. Infrastructure layer 

The infrastructure layer contains networking hardware 
devices to control the movement of data. The APIs used to 
devise communications between SDN layers are referred as 
northbound and southbound interfaces [10]. 

IV. LITERATURE REVIEW OF OPEN ISSUES 

There are many open issues in SDN as SDN growing 
fastly some issues already been resolved but some of most 
critical and complicated issues are still under discussion and 
many network experts are working to resolve these issues. 
Some of these are discussed below. 

A. Security 

Security is a vital element for SDN. For the deployment 
of SDN across different networks makers have to effort on 
security of SDN and makes it secure from attacks such as 
DOS attack malicious injections, spoofing attack etc. [10] 
[5][6][1] It is good area to work on but it’s very complicated 
as well, researcher working on it for the enhancement of the 
security in sdn, authors proposed an approach in order to 
enhance the tables used in sdn based clouds in open flow 
architecture [26]. As discussed earlier it’s a vital element 
that’s mean wouldn’t compromise on it in any case so they 
only way to make SDN able to use is overcome this issue 
which may attract people to use SDN because now it is the 
core part of networking [21-23]. 

B. Security Attacks 

In the development of SDN, security is a big issue. There 
are many attacks that can relate to SDN attacks e.g. denial of 
service attack, distributed denial of service attack and 
flooding attacks. An attacker can affect the flood travel in 
small distance of time SDN enable network by using his own 
controllers. [24] Controller may be get caught and cannot 
differentiate between the usual passage and unusual passage. 

Denial of service attacks are the major concern in 
distributed denial of service attacks. The new attack planes 
introduce from separation of data plane through control 
plane. 

any network. Above mentioned attacks are common attacks. 
By implementing security features we can save our network 
by implementing the solutions to make secure desired 
network. Integrity is related to data confidentiality in which 
same data is required for sender to receiver transmission. 
Authentication works for user ingenuity is used for the same 
data transferring as it comes from its original source. Data 
availability of intruder is another issue in these technologies, 
& if any data is available to the intruder they can generate 
the repudiation attacks on these devices. As it is a remote 
networking concept there are multiple technologies are 
available for the efficiently usage of these technologies 
discussed in [25]. 

 

Figure 3. SDN Layers 

 

Figure 3 shows the layers of Software defined network, 
Layer 1 is application layer which is based on the business 
application or interface of the application which connects 
with the second layer which is control layer, having 
functionality of network services which is connected with 
Layer 3 which is called infrastructure layer. In this layer 
different network devices are initiate. 

 

TABLE I. SECURITY ATTACKS ON SDN 
 

Attacks Security Property Example 

Tempering Integrity Data Falsifications 

Spoofing Authentication IP & MAC spoofing 

 

Denial of service 

 

Availability Numerous request to 

access server 

Distributed 

DOS 

Everywhere 

availability 

Multiple request form all 

Borders 

 

Repudiation 
 

Non repudiation 
Modification of source 

address 

 

Above table I discusses the attacks and properties of the 
attacks with their examples. Security is the major concern of 

TABLE II. CONCLUSION OF REFERENCED RESEARCH PAPERS 
SHOWING THE TARGETED RESEARCH GAP OF SDN 

 

Paper Security Memory 
Efficiency 

Software 
Reliability 

Network 
Virtualization 

[8] ✓ ✕ ✕ ✕ 

[9] ✓ ✕ ✓ ✕ 

[10] ✓ ✓ ✕ ✓ 

[11] ✕ ✕ ✕ ✓ 

[12] ✕ ✕ ✕ ✓ 

[13] ✕ ✕ ✓ ✓ 

[14] ✕ ✓ ✕ ✓ 

[15] ✓ ✓ ✕ ✕ 

[16] ✓ ✕ ✓ ✕ 

[17] ✓ ✕ ✕ ✕ 
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The above declared table II differentiate the different 
constraints used till now for software defined networking, a 
lot of work has been done in SDN. Implementations find 
errors in the form of memory utilization and remotely 
software reliability. 

V. NETWORK VIRTUALIZATION 

Network Virtualization is one of the hottest topic of 
networking as of today The idea of network virtualization is 
to enable user to share resources and infrastructure remotely 
[4-6]. SDN has central control plane so that’s why the idea of 
network virtualization is well achieved by SDN that why it’s 
an open topic to research on and it pay back because it is in 
demand [10]. It not an easy task to work on because it is the 
integrations of many other constraints as well. A lot of more 
things are connected with it. 

VI. CONCLUSION 

In this paper aspects on SDN are thorough discoursed 
with the basic idea of that paradigm which is based on the 
separation of control and data plane are discussed with the 
requirements of SDN, remote networks grow at exponential 
rate and it’s very difficult to manage it with the same 
technique i.e. hardware bindings with different software’s. 

There are several techniques available in sdn in order to 
enhance the traditional network proficiency, all of these 
techniques with their related issues are discussed in this 
paper. At the same time, we have presented challenges & 
open issues that are causes for the successively functioning 
of these techniques that needs to be addressed are also 
mentioned in this paper. 

SDN is occupied in remote networks which will be 
remarkable achievement even some experts say that it’s a 
biggest invention after smart phones. 
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