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Abstract— Healthcare is one of the largest sectors where the influence of major scientific interventions has assisted
practitioners in a variety of ways. Today, majority of the diagnosis and patient care methods are vulnerable due to
limitations in fulfilling security objectives. Thus, both the doctors and the patients have to suffer from many medicinal
complications. With analyzing such problems in the current healthcare industry, a technology-based mechanism is
introduced with a purpose to monitor patient’s health in a supervised manner. The present study followed a qualitative
research method in which the main focus was secondary resources for gathering essential information regarding the
concept. The researcher developed a conceptual framework and an algorithm to minimize security concerns that are
related to sharing information between a doctor and a patient and developing a valid diagnosis.
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I. INTRODUCTION

Since there is a huge demand of integration of
mass smart technology in most of the areas, healthcare also
requires massive attention to overcome healthcare and
patient-related problems [1]. In this regard, there have been
researches conducted to explore a variety of ways through
which a supervised system and completely security-based
mechanism could be deployed so that medical facilities
will make clinical practices easy to be furnished [2].
Through this way, it analyzes that the healthcare industry
may sustain its expertise in the future, which will not only
provide ease to practitioners but also satisfy patients in
terms of effective diagnosis and on-time treatments [3].
Thus, the concept of wireless sensor networks has evolved
in this regard, which is explored and investigated in a
variety of ways to provide ultimate solutions to remove
healthcare barriers [4].

With an increased demand for technical facilities
in healthcare [5], wireless-based Body Sensor Network
(BSN) is developed as one of the vital healthcare
applications, which is associated with providing valuable
contributions in satisfying clinical practices. It is one of the
efficient and secured applications that offer significant
contributions in improving patient’s health, delivering an
on-time diagnosis, and also assisting in therapeutic
monitoring [6]. These features enabled healthcare
authorities to rely on smart technology. It produces
satisfying results for both the doctors, as well as the
patients. However, the BSN network is still in the
development process due to acquiring specifications and
knowledge regarding essential wireless communication
technologies to fulfill healthcare needs.

The main purpose of the study is to understand
the need for improving the healthcare environment to
support patient care in a supervised manner. Moreover, the
study intends to offer a smart and secure solution to satisfy
patient care globally so that they can avail efficient and
effective clinical services. It is also important to explore
that current healthcare needs are not meeting patient safety

while practitioners are under the negative influence of
limited resources. This lacking restricts their expertise, and
thus, it impacts patient care. Furthermore, the exchange of
information among doctors and patients is not reliable due
to which many theft cases have been reported and thus,
problems occur during diagnosis and treatment. One of the
reasons for performing the research is to investigate the
potentials of Body Sensor Network (BSN) in the area of
clinical practices for monitoring patient’s health
conditions. In this way, it is likely to explore patient
mobility, secured channels for transmitting information,
data reliability, energy efficiency, and other features based
on which the network will be successfully deployed.

Il. LITERATURE REVIEW

A. Body Sensor Network (BSN)

According to [7], a body sensor network is a major
public network application, which has a high demand in the
medical sector due to its many facilities associated with
diagnosis and patient care. The technology has become a
significant area of research in recent years because of its
technical abilities in aiding different medical cases. The
study indicates that BSN has a broad scope in medical care
because it constitutes several sensors that gather patient
information efficiently. This information helps in diagnosis
relative to the disease [8]. However, BSN is viewed in
terms of these sensors as they can perform such functions
efficiently for gathering sufficient amount of information.
The research emphasizes the placement of these sensors on
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Figure 1: 10T Based Architecture of Body Sensory Network
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the human body in a physiological pattern that is
responsible for sensing changes in the body according to a
defined algorithm [9].

B. Architecture of Body Sensor Network

The illustration in figure 1 represents the allocation
of nodes and communication channels that transmits
essential information collected from the patient to the
doctor. All the nodes attached to the human body comprises
of bio-sensing properties, which tend to acquire information
about the patient regarding its body functions [10]. Some of
the data collected by the sensors are Electrocardiogram
(ECG), Electromyography (EMG), Electroencephalography
(EEG), Blood Pressure (BP), etc. [11]. The physiological
information collected by the sensors transmits to the
coordinator, known as the Local Processing Unit (LPU),
which is mainly a portable device, such as PDA,
smartphone, etc. [12]. The primary function of LPU is to
perform as a router placed between BSN nodes and the
central server, known as the BSN-care server. It comprises
of wireless communication mediums, including mobile
networks 3G/CDMAJ/GPRS. However, it also can send
alerts to the individual wearing bio-sensors when there is
any abnormality detected. The example related to the
working of LPU is elaborated by [13], which indicates that
when BP of the patient is increased from the standard rate,
then LPU immediately provides alert to the person through
the attached LPU device.

After LPU aids the first transmission of the data,
the BSN-care server receives important medical details of
the patients, which are stored in the database and then it
analyzes the data to monitor a health condition. The
important principle of the system is that it immediately acts
on the abnormality and provides necessary information or
alert to the person using attached mobile devices. In this
way, even family members or emergency units are also
informed about the progress. According to [14], the
underlying architecture of BSN in the healthcare unit
provides details of the information flow from the patient to
the doctor and other related individuals based on which the
health professionals take necessary actions. It ensures that it
monitors patients efficiently through BSN, which gives
accurate results to the patients in order for the patient to
receive reliable disease preventive measures.

C. Security Requirements and Vulnerabilities in BSN

Table 2 provides a list of major security
requirements that are needed to be present in BSN to
perform efficient diagnostic practice with the support of
key security measures. These security-based aspects are
crucial for the network for providing doctors accurate and
protected information.

Table 1 Security Requirements in BSN

Security Requirements Description

Medical data provided by
the patient must be secured
and stored in a protected
way. Encryption and
access-list are the best
practice to ensure
confidentiality

1. Confidentiality

No unauthorized individual
can change, alter, or modify
the patient’s record

2. Integrity

Patient’s data should be
easily retrievable when
failure of data erasure
happens

3. Dependability

Enforcement of policy
which limits access to any
patient’s records

4. Access Control

All the devices within BSN
must be held accountable if
there is any abuse to the
attached components

5. Accountability

All the nodes or privileged
users must be deprived in
time if their behavior is
found compromised or
malicious

6. Revocability

The source of the patient’s
record must not deny for
providing the information to
the doctor

7. Non-Repudiation

The sender of the patient’s
record must be
authenticated whereas any
attack or intrusion should
be prevented

8. Authentication

The gathered record must
be available when requested
for access

9. Availability

D. Cryptography in BSN

According to [15], security algorithms are
classified as symmetric key encryption and asymmetric
key encryption. Both of these classifications most popular
in a network system. Each of these algorithms is
implemented according to the requirement. [16] states that
symmetric key encryption mainly used the same key in the
process of both encryption and decryption. One of the
advantages of these algorithms is that they utilize low
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computation power whereas perform efficiently during
encryption. Also, symmetric key encryption is further
categorized into block ciphers and stream ciphers. As far
as asymmetric key encryption is concerned, [17] highlights
that it is the opposite of symmetric key encryption because
both encryption and decryption use a unique set of the
public and private keys.

Several researches present a variety of
contribution in developing cryptography algorithms for
BSN. One of the logic for enabling security in the BSN is
proposed by [18]. The algorithm is considered significant
for the following research because it has enhanced their
work by implementing more extended logic to make the
algorithm secure and efficient for BSN. The researchers
found authentication code as a unique identifier and it
establishes further technique. It has utilized some logical
operators in the algorithm to make the algorithm complex
so that the attacker cannot easily break the mechanism and
violate the integrity and confidentiality of the data
transmission. One of the loopholes identified in the
algorithm was a lack of distinctiveness, which should be
required to make the algorithm more secure and
challenging for the attacker to comprehend. In this way,
the researcher of the following study has carefully
analyzed the algorithm and implemented more
enhancements to improve the security for BSN.

I1l. METHODOLOGY

A. Research Methodology

Concerning the nature and requirements of the
present study, it followed experimental research
methodology. The primary purpose of emphasizing on the
method is that the researcher has introduced a new solution
in protecting the information from being misused or harm
in a healthcare organization. In this way, the researcher
proposed a new security algorithm, which was
experimented to ensure that it is most secure and reliable
as compared to other conventional algorithms. Most
importantly, the methodology also demands to explore
similar experiments that were researched in the past and
introduce a better version that is appropriate and logical in
every manner. The researcher performed review and
explored many contributions of different authors that were
close to its focus of the study. Although reproducing same
experiments for analysis was not achievable, the new
security algorithm is experimented to witness how security
is ensured in the body sensor network.

B. Record Keeping

As the algorithm is entirely based on user input,
the researcher analyzed execution of encryption and
decryption on the basis based on the size of the data. Table
2 shows the pattern of data input and its sizes based on
which execution time is compared.

Table 2 Data Used in the Experiment

Data Input Input Size
(bytes)
Ihave Acne 10
Ihavel eukemiaDisease 20
Ihave type | diabetes problem 30
I have Relapsing Polychondritis 40
disease
I have abdominal aortic aneurysum 50
disease 04 years

From the above table, it can be noticed that all the
user input for the encryption and decryption process are
sentences that have the disease name which the patient is
suffering from. Since the network is based on accurate
diagnosis and providing a secure mechanism to safeguard
information transmission, the type of data input is chosen
to match healthcare criteria. However, the data input can
be changed according to the discipline if required.
Moreover, the sizes of these samples were also recorded to
make sure that the results of the experiment are consistent
and credible as well. In this way, the sizes were distributed
in the difference of 10. This means that if the original data
input size is 10, then the second data input size will be 20,
and so on. In this experiment, the data input or user input is
basically a plain text in the encryption phase, which is
when encrypted, is known as ciphertext.

C. Logi-Guard Security
1) Pin Code and Its Specification

In the following cryptographic algorithm, the
concept of identity was introduced to make the function
unique and secured. However, it was also made sure that
only when automatically generated code through algorithm
retrieved at the source station is matched, a further process
of health care assessment will be considered. This is an
important approach used in the algorithm so that no faulty
application or intruder can access the data without
authentic permission. Here, the identity of the patient is
referred to as a pin code, which has been used as an
authentication code generated at the source and thus,
matched at the base station. When the computer indicates a
successful match of the code, the user will be directed to
proceed to the key generation process that has further
complex functionalities leading to a secured process of
acquiring patient information.

Besides, it was also ensured that pin code
generation is a complete random procedure comprising of
various methods to generate numbers that further
contribute to developing a new and consistent pin code of
the patient. In this way, a frame is generated that has
information about a patient’s primary information. The
size of the frame will be an 8-bit string in which the
distribution is identified as first 2-bits represent pin code,
third 1-bit represents randomly selected frame number,
fourth bit shows updated field number, fifth, sixth, and
seventh bits represent patient’s information about ECG,
Heartbeat, and sugar level respectively, and last bit is the

145



Vi.

Vii.

University of Sindh Journal of Information and Communication Technology (USJICT) Vol.4(3), pg.: 143 - 151

current sequence number. The distribution of bits is shown
in figure 2.

Pin RFN Field ECG Heartbeat Sugar CFN

level

Figure 2: Frame Representation
2) Algorithm to Generate Pin Code

Take birth year and initials of the first and last name
of the patient as user input that makes up a string s
Split the string in step (i) and consider letters only in
the given input

By following table 3, declare values of each letter in
the range starting from 0 to 25.

Table 3 Values of Each Letter in the Code
A B C D E F G H

0 1 2 3 4 5 6 7

| J K L M N (0] P

16 17 18 19 20 21 22 23

24 25

From the result in step (iii), the obtained value must be
multiplied by 3 and divide the answer by 8. The
significance of number 3 is that we are taking 3
different data from the patient, while 8 represents the
string size of the frame.

By obtaining value in step iv, take first and the last
number before the decimal and indicate it as patient’s
hash ID.

Apply OR operation on patient hash ID in step (v)

with the randomly generated frame number.

The result obtained in step (vi) will be required pin
code that must be matched at the base station to
proceed further.

3) Key Generation Algorithm

In order to generate a key, the following formula will
be followed:

Key = (PC + Field) mod 8

Vi.

Vil.

viii.

Vi.

Vii.

Take the value of pin code generated previously and
randomly generated field number

Convert pin code and field number in the binary value
Interchange both values with each other and store it in
the respective variable, i.e. pin code will be field
number whereas field number will be pin code

Take values from step (iv) and apply NOR operator
along with 2°s compliment

Convert a random number “12” in binary and OR it

with the value obtained in step (v).

Lastly, convert the value obtained in step (vi) in
decimal and take its mod 8. Consider the result as
keyl. Also, split the keyl as keylL and keylR.

For key2, apply circular shift to keyl. Split key2 as
key2L and key2R.

4) Algorithm for Encryption

Take the patient’s data as input and convert it into
binary.

Split the input in step (i) and refer each part as inputR
and inputL.

Apply XOR operation between keylL with inputL and
keylR with inputR. The obtained value will be
referred to as the first encryption result and denoted by
resultl

Now, split the resultant value obtained in (v) into two
parts, i.e. resultlL and resultlR.

Again apply XOR operation between resultlR with
key2R and resultlL with key2L and merge the result
in the end

In the final result obtained in (vii), again apply XOR

with 8 (convert it into binary).
The resultant value obtained in (viii) will be converted
into decimal and referred to as ciphertext.

5) Algorithm for Decryption

Take the ciphertext and convert it into binary.

Apply XOR operation with the converted ciphertext
and 8 (in binary form).
After obtaining result in (ii), split the value into C1R

and C1L
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Apply XOR operation between C1R with key2R and
C1L with key2R

Again split the value obtained in (iv) as C2R and C2L
and apply XOR between C2R with keylR and C2L
with key2L

Merge the result obtained in (v) and refer it as plain
text

Convert the binary number into decimal number in

(vi)
IV. ANALYSIS AND DISCUSSION

A. Efficiency Parameters for Security Algorithm

For analyzing the efficiency and complexity of
the security algorithms, certain evaluation parameters were
selected based on which strength of each algorithm is
determined. [19] has analyzed the performance of their
algorithm based on randomness, encryption time,
decryption time. In this way, the researcher has also
considered these parameters significant and also included
other parameters for in-depth analysis. These parameters
include throughput and distinctiveness

1) Randomness

According to [20], randomness is defined as the
unpredictability in determining the nature of the keys.
Concerning the proposed algorithm, it is seen that all the
keys are dependent on the randomness of frame and field
number. These values are randomly generated by the
executed program during pin code generation and are
different for every patient’s entry. In this way, the keys
become complex and unknown to the attacker since
randomness enhance the complexity of the algorithm.

2) Encryption Time

Encryption Time

40
30

: . I I
p I I
0

1 2 3 4

Encryption Time (s)

Input Size (bytes)

RSA mECC ®AES mLogi-Guard

Figure 3: Comparison of Encryption Time

The above graph represents the encryption time of
the security algorithms based on the size of data inputted
by the patient. As the researcher has tested each of the
algorithms on the same data sets, the researcher noticed
different encryption times. In the first round, the size of the
data was 10 bytes, and RSA encrypted the text in 10.998

seconds. Similarly, ECC encrypted the text in 11.93
seconds while AES converted the plain text into ciphertext
in 9.26 seconds. However, Logi-Guard encrypted the text
in 8.91 seconds. In this way, it can be seen that Logi-Guard
is more efficient in performing the encryption process as
compared to other conventional algorithms. Moreover,
among these conventional algorithms, AES is more
efficient.

If we go from left to right in analyzing the graph,
it can be seen that as the data size is increasing, encryption
time for every algorithm is increasing as well. By
analyzing the graph, it is concluded that the proposed
algorithm has taken less time to encrypt the input data as
compared to existing algorithms. However, it can be seen
that among the existing algorithms, AES took less time to
encrypt the data while RSA took more time than the
proposed algorithm and AES. Furthermore, ECC is
considered to be less efficient in terms of encryption
because for each input size; the algorithm took greater time
to encrypt the plain text. Therefore, the encryption
execution time proves that Logi-Guard performs more
efficiently as compared to other conventional algorithms.

3) Decryption Time

Decryption Time
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Figure 4: Comparison of Decryption Time

The above graph represents the decryption time of
the security algorithms based on the ciphertext after
encryption was executed. As the researcher has tested each
of the algorithms on the same data sets, different execution
times were noticed. In the first round, the size of the data
was 10 bytes, and RSA decrypted the text in 14.33
seconds.

Similarly, ECC decrypted the text in 12.91
seconds while AES converted the ciphertext into plain text
in 13.54 seconds. However, Logi-Guard decrypted the text
in 9.718 seconds. In this way, it can be seen that Logi-
Guard is more efficient in performing the decryption
process as compared to other conventional algorithms.
Moreover, among these conventional algorithms, AES is
more efficient.

If we go from left to right in analyzing the graph,
it can be seen that as the data size is increasing, decryption
time for every algorithm is increasing as well. By
analyzing the graph, it is concluded that the Logi-Guard
took less time to convert the plain text into cipher text as
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compared to the existing algorithms. From the graph, it can
be noticed that among all the existing algorithms, AES
took less time in decrypting the ciphertext, whereas ECC
was noticed to perform efficiently in the same case.
However, RSA is considered less efficient in the
decryption process as compared to other algorithms.

4) Throughput

Encryption Throughput
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0

1 2 3 4 5

Input Size (kb)

Throughput for Encryption (kb/s)

RSA EECC WAES MELogi-Guard

Figure 5: Throughput for Encryption Time

Figure 5 shows the throughput results of all the
security algorithms implemented in the following research
study based on encryption. From the trend in the graph, it
is witnessed that the algorithm with the highest encryption
time has the lowest throughput. This means that as Logi-
Guard has encrypted all the data samples in less time as
compared to other algorithms therefore, it has the highest
throughput. Moreover, the graph is showing an increasing
trend which means that as the data size increases,
encryption time will also increase and thus, throughput
value will increase. It is analyzed from the above graph
that the throughput of the Logi-Guard is more than the
existing algorithm and hence, the speed of the encryption
is greater as compared to other security mechanisms.

Decryption Throughput
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0
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Throughput for Decryption
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RSA mECC wAES mLogi-Guard

Figure 6: Throughput for Decryption

Figure 6 shows the throughput results of all the
security algorithms implemented in the following research
study based on decryption. From the trend in the graph, it
is witnessed that the algorithm with the highest decryption
time has the lowest throughput. This means that as Logi-
Guard has encrypted all the data samples in less time as
compared to other algorithms; therefore, it has the highest
throughput. Moreover, the graph is showing an increasing
trend which means that as the data size increases,
encryption time will also increase and thus, throughput
value will increase. It is analyzed from the above graph

that the throughput of the proposed algorithm is more than
the existing algorithm and hence, the speed of the
decryption is greater as compared to other security
mechanisms.

5) Distinctiveness

Distinctiveness in analyzing the performance of
the security refers to the extent of identical keys obtained
when compared with different datasets. By executing the
proposed algorithm, the researcher noticed that it generated
a completely different set of keys every time a new patient
enters the information. This aspect also considers an
element of randomness as well which enhances the distinct
nature of the algorithm and also makes it more complex for
the attacker to affect the integrity of the messages passed
between the patient and the doctor.

B. Discussion

From the above analysis of the implemented
security algorithms, it is found that the proposed algorithm
is complex in terms of the functions and randomness,
whereas existing algorithms are more prone to security
attacks. This means that RSA, ECC, and AES are easily
breakable as they lag in randomness while their
distinctiveness is also partial. Similarly, when the proposed
algorithm was analyzed, it was found that the algorithm
comprises of more mathematical functions that are
comparatively difficult to break because of their complex
structure and modified mechanism incorporated in the
algorithm.

[18] also evaluated their proposed algorithm in
terms of determining the number of logical operators used
in each phase of the security. This is because when the
algorithm consists of a greater number of logical operators,
its complexity increases and thus, the attacker is unable to
break the algorithm. With this approach, the efficiency and
complexity of the proposed algorithm are achieved.

Table 4 presents the different logical operations
used in the proposed security algorithm. However, in table
5, the number of logical operations used in each phase of

the security algorithm is highlighted.
Table 4 Logical Operators in Logi-Guard Algorithm

Phase of the Algorithm Logical Operation
1. Pin Code OR
Generation

NOR, 2’s Compliment, and

2. Key Generation Circular Shift

XOR

3. Encryption
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XOR

4. Decryption

By looking at table 4, we can see that different
logical operators were used in Logi-Guard. The main
purpose of using these logical operators is that it increases
the complexity of the algorithm, whereas execution is
optimized. Mainly, the OR operator is used for adding the
two or more values. It can be seen from the algorithm that
the OR operator is used in pin code generation where
patient hash ID and randomly generated frame number
were passed from the following logic gate.

Similarly, NOR, 2’s compliment, and circular
shift operations were also used in the algorithm but the key
generation phase. As we compare the following algorithm
with that of the previously proposed algorithm, there is a
major change in the function. Logi-Guard has adopted a
different strategy, which ultimately follows the arithmetic
and logical approach. In this way, the effectiveness of the
algorithm is ensured as the more we add logical operators
in a particular stage, the stronger the phase will be. The
strength of any algorithm lies in the key generation.
Therefore, Logi-Guard incorporated three different
operations that increase complexity.

In order to understand the purpose of using
circular shift operation in the key generation process, it is
important to understand the specific traits of a secure
cipher as proposed by Shannon in 1949 [21]. One of the
traits of a secure cipher is confusion, which represents a
complicated relationship between symmetric key and
ciphertext [22]. Another trait of a secure ciphertext is
diffusion, which represents the relationship between a
plain text and ciphertext. In this way, bitwise shifts and
rotations promote diffusions [23]. This means that when an
algorithm has a circular shift operation, then it is focusing
more on the relationship held between the plain text and
the ciphertext.

Apart from these operators, Logi-Guard
comprises of XOR operators as well. Although the
previous algorithm also had a combination of XOR
operators, the following algorithm is changed concerning
the alignment and number of operators used in each stage.
The primary purpose behind using an XOR operator in
proposing a security algorithm is that it helps in achieving
complexity and cryptography that is quite difficult with
other logical operators. In addition, it enhances the strength
of the algorithm, which means that it becomes difficult for
the attacker to break the code in a few attempts.

Table 5 Total Number of Logical Operators in Each Phase

NOR -1 time
2’s Compliment — 1 time

2. Key Generation > ! :
Circular Shift— 1 time

XOR - 5 times
3. Encryption

XOR — 4 times
4. Decryption

Phase of the Algorithm Total Number of Logical
Operators
OR-1time
1. Pin Code
Generation

In this way, the key assumptions deduced from
the developed study are highlighted as follows:

1. The data obtained from the patient comprises of
total 8 bits

2. The algorithm determines frame number and field
number randomly, which are also in 8 bits

3. Whenever BSN obtains private data using the
sensors placed on the body, it undergoes different
phases comprising of logical operations that are
complex and difficult to break

4. Each time, the system will generate a unique key,
which is dependent on the pin code

5. Pin code will be completely random due to
randomly generated frame number

V. CONCLUSION AND FUTURE WORK

The researcher explored the vulnerabilities in
BSN and opted for a security procedure that best-fits in the
situation where both the doctor and the patient can transfer
data among each other without any security barrier.
Considering the proposed work of the previous scholar, a
different approach was used to develop a more enhanced
version of the security algorithm that was based on the
patient’s ID. The purpose of using the concept was to
ensure distinctiveness and that attackers cannot easily
extract the information. In this way, a pin code scheme was
designed, which was referred to as a unique identifier and
is different for every patient. The element of randomness
was also added to make the algorithm more complex and
secure. Also, keys were generated using the pin code and a
proposed equation, which was again a logical aspect in
ensuring complexity within the algorithm. Some logical
operators were also used in the security algorithm that, too,
determines the complexity and makes the algorithm more
stable in terms of breaking and complying with security
parameters.

As there is limited research conducted in this
discipline, there is a need to explore and investigate more
about the security and potential measures to be taken in the
healthcare domain. BSN itself is an extensive scope in
healthcare; it contains specific vulnerabilities, which
should be analyzed critically in order to support the
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effective diagnosis and treatment of the patients. Besides,
the patients are always concerned about their sensitive
information that is often exploited because there is no such
practical ~ security  implementation that  ensures
confidentiality. In this way, the policymakers should focus
onimplementing certain policies that are linked with
effective security services and complying with the
healthcare standards that ensure the patient’s safety in
every aspect. Other than this, the proposed algorithm can
be enhanced by diversifying the concept of key
management. The algorithm can be extended at key
generation, encryption, and decryption phases.
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