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Abstract— Nowadays, Blockchain is one of the most growing technology that is basically used to store the data on top
of distributed nodes via consensus algorithm and cryptographic mechanism which cannot be changed or deleted. This
immutable nature of Blockchain makes it prominent among other data-structures to store ever growing and scatteredly
originated data in a tamper-proof way along with transparency and trust between organizations. Hence this makes
Blockchain ideal for storing transactional data such as land registration records, patients’ records, financial transactions,
vehicle registrations, and transfer records. Yet, various transformational issues and challenges make Blockchain’s
implementations a painstaking process. This paper highlights and illustrates such fundamental challenges and limitations

to implement Blockchain in various domains.
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I. INTRODUCTION

Human beings are not capable of keeping vast amounts
of data memorized for every moment therefore computer
systems have been developed to store such data. These
systems require some kind of data storage to hold the data.
The data can be stored mainly in two ways: (i) centralized
systems/ servers or (ii) distributed systems. In centralized
storage systems, data is stored on a single entity and
everyone has to fetch the data from that centralized
storage. While in distributed systems, there are more than
one node connected to each other without any central
authority/ system. Fig 1. juxtaposes the difference between
these two systems. A centralized system has certain
limitations such as central storage, security, fault-tolerance
and privacy, which remain unresolved. Contrarily,
distributed systems addressing some of these issues of the
centralized system come with their own limitations, such
as interoperability, communication overhead, security,
modification of the data and complete trails of the
transactions are still challenging.

Recently, Blockchain has been pitched as the
implementation of the distributed system which addresses
the previously mentioned issues of both the centralized and
distributed systems. The aim of the Blockchain technology
defined by Nakamoto is a decentralized or peer to peer
technology in which third parties are not required [5].
Blockchain is the combination or chain of the blocks
having time-stamped which are tightly coupled as a linked
list.

Bitcoin is the first deployed and succesful application
of the blockchain. It is a digitial cryptographic currency

used for the purpose of trading via Internet. After the hype
of this application, Blockchain technology has been
deployed in various domains, such as finance, land record,
medical record, and loT owing to its decentralized
enviornment and non-deleteable ledger.
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Figure 1: Difference between centralized and distributed

This paper illustrates the differnces between the
centralized and distributed systems, explores the
Blockchain technology with rspect to its limitations and its
current applications.

The remainder of this paper is organized into five sections.
Section Il presents the background and the fundamentals
of Blockchain technology, Section Il provides related
work, Section 1V relates to the limitaions and challenges of
Blockchain technology and Section V concludes this

paper.
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Il. BACKGROUND

This section provides a brief background to distributed
systems and an overview of Blockchain technology.

As mentioned earlier, distributed systems are a
collection of distributed services which are running on the
distributed machine/host which does not require any
central server or authority to perform the transactions.
Distributed systems are also called peer to peer because of
their decentralized architecture, which allows every node
to communicate to another node. Blockchain is an instance
of the distributed system that follows the rules and
regulations of the distributed system with some
modifications.

A. Blockchain

In the beginning, Blockchain technology was used for
deployment of the Bitcoin digital currency, which is
working in a decentralized peer to peer environment,
offering the immutable ledger and provision of the
complete trail of transactions. Anyone can become part of
this Bitcoin network and can perform transaction
cryptographically. Later, the concept of this technology
was generalized to a distributed ledger broadcasted to
every node which can store and validate the stored
transactions without using tokens [5].
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Figure 2: Creation of blocks

Figure 2 shows the formation of the blocks of the
Blockchain. It is a chain of blocks, and blocks are
replicated across all nodes. Blocks are basically created as
the chain of the blocks crytographically. Each block in
this chain has a hash of previous block, a nonce, and the
data of this block. Every upcoming/ new block can only
be appended at the end of the chain. Therefore, it creates
an immutable ledger which cannot be deleted or changed.
This makes it a more suitable technology than other
mentioned technologies for record keeping of any domain
where data tempering is strictly undesirable. Blockchain is
basically classified into two main categories: public and
private blockchain.

1. Public Blockchain

This type of Blockchain is also called permission-less
Blockchain and is for everyone and anybody can become
part of it. Participants of the network can join or leave the
network at any time without a prior notice, Figure 3
depicts the public Blockchain structure.

Public Blockchain networks are suitable for the
applications like cryptocurrencies or similar applications
of the domains. Since the network is public, the

participants of the network are unknown, yet they have
equal rights to read and append the data to the ledger
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Figure 3: Public blockchain

2. Private Blockchain

Private Blockchain and permissioned Blockchain
are interchangeable terms, suitable for closely related
organizations for sharing of data. Since the network is
private, only an authorized member can join the network
and can access data. Contrary to a public Blockchain
network, the operational cost of private Blockchain is less
and response time is lower due to lesser number of peers
on the network. Figure 4 shows the private Blockchain
architecture.
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Figure 4: Private blockchain

Il.  RELATED WORK

Literature suggests that there are few research efforts
available which have highlighted the limitations and
challenges of Blockchain technology. For example, [7]
have pointed out some of the issues of Blockchain such as
Majority Attack, issue of fork (hard and soft fork), scale of
Blockchain, cost of integration of the Blockchain with the
existing system and consumption of time to confirm the
new transaction.

The authors of [2] have identified issues and proposed
the future direction in the field of record keeping via
Blockchain technology. In this paper, identified issues
include scalability of the Blockchain, consumption of
execution power and unwanted time for confirmation of
the transaction via every node in the network, growing
storage of the data or immutable ledger, and lack of
Blockchain professionals.

The authors of [3] have proposed three solutions and
the application of the Blockchain technology for the record
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keeping in three different fields: land records, medical
records, and financial records. The paper also describes the
issues and its solutions to implement record keeping in
various domain having immutable and authentic ledger.

The research work mentioned in [1, 15] have reviewed
the fundamental challenges and issues of the Blockchain
implementation such as throughtput, latency, privacy and
security, scalablity and size of bandwidth, implementation
cost, double-spending attacks and fork problem. It also
provides the owverview, background, requirements, and
solutions of the blockchain implementation.

IV. EXISTING ISSUES

This section briefly discusses various existing issues in
Blockchain implementations.

A. 51% Majority Attack:

If network is compromised somehow and more than
half (i.e., >=51%) of the peers of the network agree to
tell a lie, then lie would become a truth, and remaining
nodes in the network must accept the new false-truth.
This issue was first pointed out by Satoshi Nakamoto
and it is still known as a security flaw [5].

B. Scalability:

It is one of the most alarming issues in the Blockchain.
The number of transactions are growing day by day on
Blockchain  networks, and as a result more
computational power and storage devices are required
to fulfill the data processing needs to remain part of the
network [7].

For bitcoin network Simplified payment verification is
a solution for scalability as it reduces the overhead
information of the block and only stores header
information for payment verification purposes.

C. Storage of graphical data:

So far, Blockchain is mostly used to store textual data
inside blocks, while graphical data such as images can
also be stored on it. However, storing images on the
Etherum is extremely expensive. The cost of data
storage is 640k gas per KB of data, and the current gas
price is approximately 15 Gwei or 0.000000015 ETH.
Where 1 ETH equals $200 presently. So, for uploading
1 Kb, we will be spending $2 [8, 14].

D. Cost of installation & integration

One of the fundamental issues of the Blockchain is the
installation and integration of the Blockchain network
with existing centralized or decentralized systems [9].
As these existing systems usually comprise of
completely different architectures and technology
while Blockchain frameworks follow their own
architecture and algorithms.

E. Overhead computation:

Execution of smart contract code is required on every
node with same given parameters to remain
synchronized with the network. On the other hand,
each miner in the network needs supercomputer or
having similar computational power to compute and
validate new blocks [10, 13].

F. Shortage of professionals:

Since it is a new technology having different
architectures, algorithms, and dependencies therefore
very few researchers and professionals are out there to
fulfill industry needs. Even there is a shortage of
documentation and literature related to this technology.

G. Redundancy:

Because of the decentralized nature and consensus
validation, each node has to store every new block of
data to make the network immutable. Whenever, any
new block is created by any node, it is broadcasted
across all nodes on the network and this broadcasting
process continues until each new block is replicated on
every full-node of the network [11]. This behavior
makes the system totally redundant which causes
storage and processing issues.

H. Forks:

Forks are classified as either accidental or intentional.
Accidental fork happens when two or more miners find
a block at nearly the same time. Subsequently the
newly generated blocks are added to the chain of both
the newly generated blocks and one of the chains
becomes longer than the alternative(s). Finally,
network discards the blocks that are not in the longest
chain; hence they are called orphaned blocks [4, 12].

Intentional forks that modify the rules of a Blockchain
can be classified as hard-fork or soft-fork. Figure 5
shows the fork in the block diagram.

Hence nodes are classified into two categories: updated
nodes and old nodes. This sort of situation raises two
issues:

i. The upgraded nodes may or may not accept the
transaction block coming from the old nodes that are
not upgraded yet.

ii. The old nodes may or may not accept the transaction
block coming from the upgraded nodes that are
upgraded.
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Figure 5: Issue of Fork

Due to the aforementioned issues, forks are
categorized into hard fork and soft fork. When Blockchain
nodes are upgraded, it causes the incompatibility between
old and upgraded nodes. When upgraded nodes do not
accept the transaction and agreement of the old nodes, it is
called soft fork. When old nodes do not accept the
upgraded version, it is referred to as the hard fork [12,15].

V. CONCLUSION

This article provides a brief background, related
work, and highlights limitations of Blockchain
technology. Its striking features like, immutable ledger,
consensus algorithms and protocols, privacy and security,
and interoperability make the Blockchain more feasible
for record keeping. Blockchain is being implemented in
various domains, such as finance, medical, land record,
and loTs. Nevertheless, there exist several issues in this
technology, and are highlighted in this paper that need to
be addressed. Despite these issues, Blockchain is growing
and has become the hot topic for professionals and
researchers to work on it.
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