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Abstract: Due to high significance of medical images, the medical image analysis has become well
recognized research area of computer science and recent advances in computational technology have
boost up the process to alter the image, sound and video data collectively referred to as ISV. During the
process of ISV capturing to printing, there are fair chances of ISV forgery, which could become leading
case of misdiagnosis in medical images such as Digital X-rays (DX), CTs, MRIs , such unnecessary
manipulation with medical image may potentially lead to misdiagnosis. Such unauthorized changes to
medical images not only effect the accuracy of diagnosis but also effect the cost of treatment. However
forgery detection (FD) at early stage would provide additional assistance to doctors to investigate the
health condition patients in more effective way. Since the malicious intensions (MI) of human or
malfunctioning of DXs would include extra noise into ISVs, which could become of the leading cause
of misdiagnosis but the pixel level image analytics could be used to detect such anomalies. This
research offers a framework to detect the forgery in DXs and ISVs. This framework includes three key
steps: |. Data Preparation, in which the entropy of forgery area be detected by offering significant
method. 1l. Construction of decision Model: that includes in in which support vector machine (SVM) is

used to construct the classical model.
measures are used to detect the forgeries
classification accuracy such as 96.90%.

Il1. Visualize the Results in which a confusion matrix and other
in the DXs.

Our proposed approach contributes highest
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l. INTRODUCTION

Recent advancements of digital image processing (DIP)
are playing very significant role to interpret the medical
images by applying image enhancement techniques (IES),
image transformation techniques (IST), image analysis
techniques (IAT) and forgery detection in medical image
(FDMI) is counted as one of the significant areas of research
computer science [1-6]. Since the medical images are
frequently prescribed by the doctors to diagnose the various
diseases and mostly these noninvasive investigations are
very reliable source to diagnose the various diseases but due
to the advancement of digital image processing techniques, it
is very hard to detect the forgeries from medical images such
as sound, videos (ISVs) i.e. Digital X-rays (DX), Digital
ECG, Digital EEG, MRIs and many more [7-9]. A little
variation or modification in ISV could become the leading
cause for misdiagnosis and could become cause for improper
treatment which could become leading cause of loss of
precious human lives and their unnecessary cost of treatment

[10]. An incorrect region of interest (ROI) could be very
serious when it effects the diagnosis therefore medical
consultants are very careful to perform the interpretation of
medical images in shape of report [11-12]. a single X-Ray
could interprets various organs and each organ has its own
morphologies, appearance and anatomy therefore the use of
artificial intelligence techniques could help the doctors
during the diagnosis process and forgeries in medical images
could also be predicted by using the machine learning
techniques [13]. In order to mitigate all above stated
problems these papers presents a framework to predict the
forgeries from the medical images such as X-Ray chest.
Some of the very nice approaches are offering very nice
frameworks [14-18] but by considering all above problems.
This paper offers a framework to classify the forgery X-Rays
by using Machine Learning (ML) techniques. The
framework is comprising over three phases where first phase
is used to preparer the data and second phase is used to
construct the decision model and the third phase is used to
interpret the Result of the proposed framework. This paper
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contributes (a) XRD preparation method (b) highest
classification accuracy.

The paper is divided into five sections where section one
is reserved for introduction and the section two is placed for
literature review. Section three for describing the method and
section four for interpreting the results of the conducted
experiments. The last section is used for the conclusion and
discussion. Type Style and Fonts

Wherever Times is specified, Times Roman or Times
New Roman may be used. If neither is available on your
word processor, please use the font closest in appearance to
Times. Avoid using bit-mapped fonts if possible. True-Type
1 or Open Type fonts are preferred. Please embed symbol
fonts, as well, for math, etc.

Il.  LITERATUE REVIEW

Since the forgery positive patients would face
unnecessary treatment therefore the use of machine learning
techniques would be useful for doctors to detect the
malicious set of objects of ISVs. Although lots of literature
available on the forgery detection but yet more accuracies
are required to enhance the results. Some of the related
literature is presented as given below.

An approach [14] for the detection of the tempering
medical images was proposed by using digital image
processing techniques where data embedding technique was
used with the reversible wavelet. The techniques uses double
wavelet transformation methods where first have been used
to calculate the pixel quantiles by selecting the regions of the
image and second calculates the approximation for possible
tempering situation under the medical image, however the
accuracy of the approach is not shown by the authors
whereas we consider the strong and weak set of objects in
ISVs because strong objects would be more useful to predict
and to enhance the classification accuracy for ISVs.

An approach [15] proposed for detection of tempering of
human faces was proposed to perform the forensics of
human face recognition. As per authors it has become
problem for humans to detect the forgery in human faces.
The computer vision technique were used to detect the
forgeries by consider the human faces as an object where
collaborative feature learning method has been applied. The
deep learning method our.net was used and the classification
accuracy was reported as 96.00%, whereas we propose
96.90% accuracy.

A research approach [16] was proposed to protect the
digital medical images such as X-Rays where water marking
technique have been used to secure the medical images. The
authors proposed this method to secure the medical images
from the unauthorized access and to secure from the
forgeries. Since the forgeries and image editing have become
easier because of technological revolution. The authors’
concluded that around 90% accuracy have been obtained
with water marking system whereas we detect the strong set
of objects by using the ROIs.

An approach [17] to perform the medical image analysis
was proposed where a pixel level intensities were examined
by using the image reconstruction based technique at each
spatial location of the image. A photon counter detection is

really difficult to estimate because each multi-bin based
spatial locations are need to estimate with significant
method. The authors used post processing method to detect
the abnormalities in the image and convolutional neural
network based classification method was used to extract the
deepest knowledge of each homogenous pixel patterns under
the X-Ray based images and reported classification accuracy
was around 0.93% mean approximation for strong
correlations whereas we propose 96.90% classification
accuracy.

An approach [18] to protect the medical images was
proposed by incorporating the JEPG ghost technique. The
medical images such as X-Rays, CTs, MRIs and many more
are need to be marked with visual cryptography to fix a
predicate for originality of medical images. The authors
proposed forgery detection algorithm by optimizing the
digital image processing such as watershed algorithm,
segmentation  techniques and image reconstruction
technique. The reported accuracy is approximated as 92 to
95 percent was proposed for originality of each medical
image whereas we detect the forgery positive and negative
ISVs with good accuracy.

An approach [19] was proposed to perform the image
analysis to detect the abnormalities from the computed
tomography images such as X-Rays, CTs and others. the
medical image very significant for every human and need to
be secure in many senses such as security , untampered and
others whereas recent technological advances have made
possible to alter such images , the approach has proposed a
deep learning based algorithm to classify the abnormalities
under the medical images by using deep neural networks
whereas .

Il. METHOLOGY

This paper offers a framework to classify the forgery
positive and native X-Rays based images by using machine
learning methods. The framework is comprising over three
phases where first phase is used to preparer the X-Ray data
(XRD) and at phase two is used to construct the decision
model by using SVM and the result of the framework is
shown in section three.
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i

Figure 1: System Architecture for forgery detection for medical
images
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Dataset: The used dataset was collected from the
radiological department of CMCH Larkana. The dataset
comprises over 500 XRD images where each image is
labelled by the doctors.

A. Phase 1: Data Preparation Layer

In X-Rays data (XRD) the entropy of forgery area be
detected by offering significant preprocessing method where
object segmentation based data (SBD) , object separated data
(OSD) and data acquired through region of interest (ROI)
may provide more precise assistance to build the decision
models to predict the forgery images. Each XRD is
considered as SBD, OSD and ROI by assuming with the
notation of ' =r?= x*+ y*=(r+ 0? and the r term
used for radius parameters which lies over the x,y position
under the XRD data however they rotated with VGG16 to
generate the more models  have been used to represent
radius [20-22]. There are fair chances to consider special

positions so called location *i-Y:, y i representing the central
point of pixels (CPP) as
[x1)w0s X2psa],—r = = x; = 7 + however the size of the
each segmented object data (SOD) is required to be collected
from the variable r which could be used under the umbrella
of the Gaussian function to convolved (GFC) represented by

f- (X) where x™* could be considered as each point in set of
similar pixles to be correlated by the expression such as [23].

(EI:}){J‘?-(@ ) );

and each segment of pixels is represented by

= (Teg(@))
as likelihood.
(%) fr (2-%)

LG = 1EImax (P £} = 1(G)max, i }(1)

Since the maximization parameters are being represented
in eq. (1) where every corresponded set of pixels is

considered for XRDF under the function of - (X) and the
coordinates are shown as x 7 based on central point
estimation. The approximation of weak and strong responses
is direly needed to identify the continuity of set of similar
pixels where the computational process may consider the
shapes and ellipse by keeping the separate back gourd and
foreground information under the segmentation techniques
and crop the best fit filter operations [24-25].

Our proposed techniques consider the more than two
response levels to estimate the intensities of the objects
where at first, we record the foreground intensity where the
object is detected and visible. at second we record back
ground intensities where each object cropping is to
considered for automated regions and at the third noisy
objects or confusing objects are considered as weak
responses as presented in eq.(2) where i ,j and the B are
corresponding to second layer scenarios under spatial objects

and their row as well as column locations whereas we use
pixel level XORAY clusters to consider as weak or strong
response of objects in ISV and propose maximum
classification accuracy i.e. 96.90%.
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Figure 2: In (A) XORAY clusters are shown (B) weak the weakest
candidates are highlighted with red marks (c) A weak as well
strong candidates are displayed and (D) Selection of the weak

response.
A= YL X B )) @)

Since the biggest object in X-Ray (BOXRAY) was enquired
by using BOXAY = /(x;—x2)* (31 —y2)? | where as
Shortest object in X-Ray (SOXRAY) was approximated

with the use of SOXRAY= v ¥z — x1)*(v2 — ¥1)* where the
dependent and independent variables were derived through

*1and ¥z each re3sidual of decision matrix by considering
the acres and the distinguished nodes as passed parameters
for every BOXRAY and SOXRAY, where selected regions

were £ = evencount + V2 (eddcount) and the areas was

could as per eq.(3)
ROI _ f 4nXArea

P p2
B. Phase 2: Building Of Classification Model

Machine learning based algorithm are very vital tool to
construct the decision model. A wide range of supervised
and unsupervised methods of artificial intelligence
techniques are available. As per nature of problem statement
of this research which has to classify the several number of
students. A multi- SVM is best suited to recognize the
objects. Support vector machine algorithm is intelligent
enough to predict various objects by using several number
features by considering each feature as vector in the support
vector machine network. Hyperplane is the line which is
constructed by SVMs to classify the instances. The learning
process of SVMs uses class labels to separate the instances
by kernel operation such as hyperplane where input data (X)
with its cumulative features duly assigned to vectors
designated as BO to Bn. The classification results are
presented in next section.
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IV. PREPARE YOUR PAPER BEFORE STYLING
Table 1: Confusion matrix

Forgery +ve Forgery -ve
Forgery +ve 612 37
Forgery -ve 34 1611
Measured classification accuracy 96.90%

Table 2: Performance of proposed system

Forgery +ve Forgery -
ve
Raw images 650 1650
Count of XRD selected 649 1645
using ROIs
Observations 612 1611
(Classified)
Observations (Non 37 34
Classified)
Precession 94.29% 97.93%
Recall 94.73% 97.97%

The confusion matrix [Figure 1] shows that around 612
observation were found for the forgery - Positive X-Rays and
approximated 1611 records were classified as forgery-
Negative X-Rays. As per detailed results as shown into the
[Table2] that around 650 images were belonging to the
forgery positive and around 649 images of selected region of
interest (ROIs) were chosen for the classification with the
class label attribute forgery positive where the 612 images
were classified as forgery true positive and approximated 37
images were classified as false negative images. The 94.29%
recall measure was estimated for the forgery votive class
label attributes whereas around 94.73% estimations were
declared as recall estimation for forgery positive class label
attribute. The forgery —ve class label consists upon the 1650
X-Rays images where 1645 X-Rays images were selected for
classification where the number of 1611 images were
estimated as forgery — ve (Forgery free) and misclassification
was 34 images, however the 97.93% was estimated as
precision measure and the classification 97.75% percent as
recall measure and the overall classification accuracy was
measured as 96.90% as shown in [Figure 3].
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Figure 3: ROC Curve

CONCLUSION

This proposes a predictive mining techniques to explore
the hindsight knowledge of medical datasets such as image,
sound and video (ISV). As use case X-Rays images were
processed to detect the forgery positive and forgery negative
images. Due to recent advances in computational there are
faire chances to forgeries such data which could become
leading case of misdiagnosis in medical images. Since the
malicious intensions (MI) of human or malfunctioning of
digital x-rays would include extra noise into the x-ray image
which could become of the leading cause of misdiagnosis.
However the pixel level image analytics could be used to
detect such anomalies. This research offers a framework to
detect the forgery in digital x-ray images. The methodology
comprises over three stages where the prime objective of
data preparation is done at first stage where as the decision
model is constructed under the umbrella of build model,
meanwhile the third stage is used to visualize the results by
using the confusion matrix and other measure’s. The
94.29% recall measure was estimated for the forgery votive
class label attributes whereas around 94.73% estimations
were declared as recall estimation for forgery positive class
label attribute. The forgery —ve class label consists upon the
1650 X-Rays images where 1645 X-Rays images were
selected for classification where the number of 1611 images
were estimated as forgery — ve (Forgery free) and
misclassification was 34 images, however the 97.93% was
estimated as precision measure and the classification 97.75%
percent as recall measure and contribute highest
classification accuracy which is measured as 96.90%.
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