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Abstract: The Industrial Internet of Things (IIoT) is a technology that allows efficient communication between 

interconnected devices, sensors, and edge nodes, making advanced industrial automation possible. But edge devices 

with limited resources are prone to security issues like malicious node behavior, fake recommendations, and attacks 

on the trust mechanisms. The existing lightweight trust management schemes are mainly based on direct interaction 

and static trust assessment, which is not suitable for dynamic environments. In this paper, a new lightweight trust 

management system for enhancing the trustworthiness of IIoT networks is proposed. The proposed approach is a 

hybrid trust evaluation approach combining direct trust evaluation based on observation and indirect trust evalua-

tion based on recommendation feedback. In addition, for achieving continuous adaptation of trust values based on 

nodes' behaviors, a dynamic trust adaptation strategy is introduced. The results of the simulations under various net-

work conditions and malicious node densities demonstrate that the proposed framework offers an effective 

improvement of the accuracy of the Trust Assessment, malicious node detection and defense against dishonest 

recommendations. The model is stable with as many as 50% malicious nodes in the network and has low computa-

tional and communication overhead. The framework offers a trustworthy edge computing trust management solu-

tion that is secure, scalable and efficient for IIoT environments. 
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I. INTRODUCTION 

Since the Internet is a rapidly evolving technology in the 

modern era, it has enabled the widespread development of 

the Internet of Things (IoT) paradigm. IoT refers to a net-

work of interconnected physical devices that communicate 

and exchange data over the Internet [1]. These devices are 

capable of sensing their environment, collecting real-time 

information, and sharing it with other systems to enable 

intelligent decision-making [2]. IoT supports seamless 

communication between heterogeneous devices anytime 

and anywhere, improving connectivity and service effi-

ciency [3], [4]. 

Industrial Internet of Things (IIoT) brings IoT to industry, 

with the aim of smart manufacturing, predictive mainten-

ance and industrial automation. The concept of IIoT com-

bines the concepts of edge computing and distributed 

processing architectures, resulting in better operational effi-

ciency [5]. Edge nodes are essential for industrial applica-

tions due to their ability to process data in real time, near 

the data source, thus minimizing latency [6]. 

But this is an extension of devices creates important secu-

rity and trust issues. In the context of IIoT, reliable and 

secure communication and data processing between edge 

nodes is crucial. Trust is a critical aspect that has an impor-

tant role in making interactions safe in a system by 

checking the reliability and actions of the network objects 

[7]. It provides a way to deliver safe and efficient services 

in distributed systems [8]–[10]. 

There are two types of traditional trust management: 

centralized and decentralized. There are two types of 

systems: centralized systems, where trust evaluation is done 

by a single entity, and decentralized systems, where trust 

evaluation is performed among several nodes [11, 12]. 

These methods are used to identify the nodes that might be 

malicious or unreliable in an IoT network. 

To boost efficiency and security in the IIoT environments, 

LightTrust is a lightweight trust management system that 

has been designed. It uses a time and event-driven model 

for trust computation to reduce the computational cost. The 

framework contains information collection, trust 

computation, dissemination and trust retention processes 

[13] 

The proposed framework is different from the current trust 

models in the following ways:  

⚫ A hybrid trust aggregation mechanism for integration of 

direct trust and indirect recommendation trust. 

Implementation of dynamic trust adaptation to 

continuously update trust value using node behavior.  
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⚫ Improved Dishonest Recommendation Attack and Trust 

Manipulation Protection. Lightweight implementation 

which can be adapted to resource constrained edge 

devices.  

⚫ Node secure authentication mechanism using trust 

certificate. 

⚫ Integration of direct trust and indirect recommendation 

trust through a hybrid trust aggregation mechanism. 

⚫ Introduction of dynamic trust adaptation to continuously 

update trust values according to node behavior. 

⚫ Enhanced resistance against dishonest recommendation 

attacks and trust manipulation. 

⚫ Lightweight implementation suitable for resource-

constrained edge devices. 

⚫ Trust certificate generation mechanism for secure node 

authentication.is required. 

The major findings of this study are summarized below: 

⚫ Designing a lightweight and scalable trust management 

system for edge environments in IIoT.Heterogeneous 

trust assessment based on both direct and indirect 

knowledge of trust. 

⚫ Adaptation mechanism for dynamic trust: detect 

behavioural changes and counteract trust manipulation 

attacks. 

⚫ Better malicious node detection and energy and 

computation efficiency. 

⚫ Extensive performance analysis with different network 

conditions and node densities of malicious nodes. 

A.  Research Gap 

Although the trust management works for the IIoT systems 

are improved, there were some drawbacks: 

⚫ The majority of existing lightweight trust models, like 

LightTrust, are based primarily on direct interaction and 

static trust computation. 

⚫ Most of the trust frameworks are ineffective in 

preventing false recommendation attacks and trust 

manipulation attacks. 

⚫ There are several strategies that introduce too much 

communication and computation overhead, thus not 

suitable for the resource-constrained edge devices. 

⚫ Current schemes show poor trust accuracy in highly 

dynamic environments in industry. 

⚫ Existing trust models are not good enough at handling 

the changing behaviors of nodes over time. 

Hence, a lightweight, adaptive and hybrid trust 

management mechanism that can accurately identify 

malicious nodes in dynamic IIoT setting with low overhead 

Novelty of Proposed Work 

II. RELATED WORK 

Trust is a fundamental requirement for ensuring security in 

Industrial Internet of Things (IIoT) environments. It is the 

degree of uncertainty and trust of a system or node, in 

interaction [14]. In fact, there are interconnected industrial 

systems in use and therefore, trust is crucial for secure 

communications and system stability [15]. 

Defining and measuring trust is challenging since it is 

comprised of a variety of factors including security, 

privacy, reliability, availability and integrity. It also is 

dynamic and context-dependent, which makes it hard to 

model generally. 

Many security methods, such as cryptographic and 

authentication methods are commonly used to secure IoT 

communications to guarantee confidentiality and data 

integrity [16]. These techniques however are not enough to 

identify behavioral anomalies and insider attacks for 

dynamic environments. 

Several trust evaluation models have been proposed to 

tackle these limitations. The Efficient Trust Evaluation 

Strategy (ETES) is based on metrics like packet forwarding 

ratio and reliability to evaluate node behavior. It is used to 

improve the computation of trust based on Dempster–

Shafer (D–S) theory of combining direct and indirect 

evidence [17]. 

Past interactions and neighbor feedback are used to 

calculate trust using the Subjective Model of 

Trustworthiness Evaluation (SMTE). However it has 

storage and computation overheads, yet it is capable of 

detecting malicious nodes [18]. 

Group-based Trust Management Strategy (GTMS) is one of 

the methods used to reduce the energy consumption in 

WSN by dividing the nodes into two classes, namely 

trustworthy and malicious nodes. However, this could 

cause a delay in communication in large scale networks 

[19]. 

TM-DTN enhances latency, accuracy and QoS to increase 

trust evaluation in delay-tolerant networks (DTN). 

However, its resistance to the advanced attacks still needs 

to be validated [20]. 

The QoS-Social Trust models combine social relationships 

and QoS metrics to determine the trust of IoT networks. 

These models have enhanced adaptability but the models 

still need to be further tested in adversarial conditions [21]. 

ScaleTM-IoT offers a scalable trust model with social 

interaction between nodes, which guarantees accurate trust 
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convergence. But in resource limited environments, privacy 

issues emerge [22]. 

To enhance reliability in IoT systems, Sub Model-IoT 

develops subjective trust estimation based on past behavior 

and recommendations of trusted nodes. 

DTF are useful for Communities of Interest (CoI) in a 

scalable, flexible, and resilient way within a heterogeneous 

IoT environment [24]. 

LightTrust is a lightweight trust system that leverages 

centralized trust agents and edge nodes to efficiently 

compute trust with low energy consumption [25]. 

Recent studies have demonstrated that machine learning 

and deep learning-based AI trust models have been shown 

to greatly enhance anomaly detection, trust prediction, and 

adaptive security in IIoT systems [26].Overall, literature 

indicates that hybrid, dynamic, and lightweight trust 

management approaches are essential for secure and 

efficient IIoT systems. 

III. METHODOLOGY  

A. Proposed Mechanism Working 

Trust Development (Trust Developer) (Trust Agent) and 

Trust Management (Trust Manager) comprises on the 

recommended approach. The trust agent can help build a 

reliable conduit for information transfer between several 

entities. 

In addition, it records the total amount, appends it to the 

database, adds it to the trust developer's trust values, and 

gives it a unique ID. Six criteria are used by Trust 

developers who build trust between heterogeneous nodes: 

compatibility, cooperation, delivery ratio, correctness, 

reliability, and suggestions. 

It is possible to establish trust through both direct and 

indirect observations. A node can interact directly with 

other nodes in the network and exchange messages after 

instantaneous observation. In contrast, indirect observations 

allow information to be sent between two nodes through a 

connection based on suggestions made by a third node 

based on the node's standing. A time-based certificate, 

which might have a long or short duration, is granted to the 

evaluated node based on the predetermined values of trust. 

The computed value supplied by the trustee node and the 

trust developer, which was submitted by the trustor, is the 

only foundation upon which certifications may be granted. 

Every node's trust value is kept in the database of the trust 

agent. 

B. Establishing Trust Parameters 

In order for increasing the SLA functioning and establish a 

trustworthy channel and environment for IoT devices, two 

more factors—accuracy and reliability—are chosen in 

addition to the four pre-existing trust factors—

recommendations, compatibility, delivery ratio, 

and cooperation. 

The properties of the matching parameters are represented 

in a way that a node can set up trust and stay calmly with 

every other. Cooperation is a potential of a node to engage 

socially with other nodes in the network. One of the 

necessary aspects of the supplier relationship is the hub and 

the capability of social cooperation. The effectivity of the 

ratio of sent and obtained content material among two 

interactive devices can be evaluated through the 

transmission ratio.  

Compatibility trust parameter is based on a node's ability to 

adapt, i.e., if it can live with other nodes under specific 

conditions. It indicates whether or not the node's goal of 

building interpersonal trust has been accomplished. A 

node's accuracy can be judged more reliable than other 

nodes' if it consistently gives accurate information. 

Communication can be made more dependable and 

trustworthy by include correctness as an element in the 

trust management system. Reliability of a node is defined 

as its ability to 

perform their assigned tasks consistently and without 

errors. 

C. Parameter Computation Process 

To decide whether two interacting nodes are trustworthy, 

the algorithms are taken into account. The underlying 

values of the trustee are demonstrated to be those of the 

trustor through these methods. According to their 

level of reliability, the trustee is rated in this scenario as a 

node that requests services from the trustor. Additionally, it 

bases its conclusion on the predetermined algorithms and 

the defined trust values. 

The proposed strategy aims to minimize energy usage by 

distributing certificates to reliable nodes and holding 

them for a predefined period of time so that their trust 

values can be added to later. The method makes use of 

historical trust levels to improve scalability and reduce 

the likelihood that on-off attacks will be successful. In 

the process, energy consumption is maximized and a 

dependable communication infrastructure is maintained. 

In order to expedite additional aggregation and 

propagation, it verifies dependable nodes and tracks 

their trust levels for a certain duration. Utilizing the 

suggested approach also saves energy. By 

using previous trust levels, scaling is enhanced and on-

off attack success rate is reduced. 
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Figure 1. Model’s flowchart 

 

Algorithm 1 :Assessing trust through direct observation. 

1:  procedure TRUST ASSESSMENT (a→b) 

2: bid.                                     The Trustee's identity. 

3: breq→a .                         Trustee's Request to Trustor 

4: Preob: a→ b [coma→b, coopa→b, dlra→b, acca→b,rela→b] 

5: if (reqob: → b = = true) 

6: Move to Step-9 

7: else 

8: Move to Algorithm 2 

9: EvaTrust : a→ b [coma→b, coopa→b, dlra→b, acca→b,rela→b] 

10: ∑ 𝑇1.0
0.0

𝑓𝑜𝑟𝑚

a → b
= ∑  [coma→b, coopa→b, dlra→b, 

acca→b,rela→b] 

11: if (T𝑓𝑜𝑟𝑚
a → b

>= threshold) .Comparing the Threshold. 

12: Provision of Service; 

13: else 

14: rejected;       Takingdecisions by using a threshold. 
15: End    

D. Trust degree assessment 

First step in direct trust assessment is to classify each 

trustee based on its unique ID. To assist a trustor in 

determining the trust level, here’s an example from 

Algorithm 1 of how direct confidence observations work: 

The trustee sets up an account in the network and requests 

the trustor for help. 

Since b denotes the trustee and id denotes its identity, 

bid in this case shows the trustee's identity when it 

requests services from the trustor. The method breq→a  

describes the trustee's request, where req stands for the 

trustee's request and a for the trustor. When a trustee 

requests assistance from a trustor, the system gets going. 

The assessing method starts by initializing the trustee 

node and its network identity, then uses compatibility, 

collaboration, delivery ratio, correctness, and reliability 

as criteria for trust as stated in Equation (1) to verify the 

level of mistrust in the trustee. 

Preob: a→ b [coma→b, coopa→b, dlra→b, acca→b,rela→b]        (1) 

Equation (1) denotes the following: a is truster and b is 

trustee; com ,rel, acc, coop and dlr,  stand for 

compatibility, reliability, accuracy , cooperativeness 

and delivery ratio; and Preob stands for previous 

observation. 

    if (reqob : a → b == Yes)                                         (2) 

Equation (2) shows the preliminary observations that the 

trustees b have to make for the trustor a. If the required 

observations are all yes, trustee a will evaluate 

trustee b; if not, recommendations are used to 

determine the trust value. 

EvaTrust : a → b [coma→b, coopa→b, dlra→b, acca→b,rela→b]  (3) 

Equation (3) explains the evaluation procedure for 

trustees a through b. In this equation, Eva 

represents the trust evaluation. 

∑ T1.0
0.0

form

a→b
= ∑  [coma→b, coopa→b, dlra→b, acca→b,rela→b]   (4) 

In equation (4), T denotes the trust value; form describes 

the process by which a trust is established; and a is 

trustor and b is trustee, respectively.  

As indicated by equation 

(5), trustora offers services to trusteeb,and if the ultimate

value of the trust becomes equal  to  

or exceeds the predetermined threshold value, the trustor

 begins communication. 

                        If(T
form

a→b
>=threshold)    (5) 

E. Process of developing trust: 

Using the trustor's unique ID, algorithm (2) is initialized 

with the trustee's ID when the trustee seeks services 

from the trustor. In this instance, bid defines the trustee's 

identity. The algorithm is initiated and ID provides the 

trustee with a distinct identity that the trustor can iden-

tify if they want to receive services. 
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Algorithm (2) provides a sequential process for figuring 

out a person's level of trust. Algorithm (2)'s third step 

uses equation if(b==new) to determine whether the trus-

tee is a recent network addition. In case the trustee is not 

well-known, trusts are evaluated by means of an algo-

rithm (3). If not, trusts are tested against the trustee. 
 

Algorithm 2: Parameter Formulation with Absolute Trust 

1: procedure TRUST ASSESSMENT   (a→b) 

2: bid .                                              The Trustee's identity. 

3: if(b == new)                            Checking  for New Node  

4: Move to 7 

5: else 

6: Move to Algorithm - 3 

7: EvaTrust : a → b [coma→b, coopa→b, dlra→b, acca→b,rela→b] 

8: ∑ 𝑇1.0
0.0

𝑓𝑜𝑟𝑚

a → b
= ∑  [coma→b, coopa→b, dlra→b, 

acca→b,rela→b] 

9: Dupdate: T𝑓𝑜𝑟𝑚
a → b

= T𝑢𝑝𝑑𝑎𝑡𝑒
a → b

 

10: TBcert : allocate(a→b) .  Certification 

11: if (T 𝑢𝑝𝑑𝑎𝑡𝑒
a →  b

>= threshold)                    Decision Making  

12: Provision of Service; 

13: Refusal;                                                      

14: End 

An example of how trust values are assessed is given by 

equation (6). The terms evaluation (e), combination (∑), 

compatibility (com), cooperation (coop), and delivery 

ratio (dlr) are represented in this equation, respectively. 

Accuracy (acc) and dependability (reli) are also in-

cluded. Equation (7), where f  represents the 

trust formulation, illu-

strates  the  process  of establishing trust by including 

the previously established trust parameters. 

EvaTrust : a → b [coma→b, coopa→b, dlra→b, acca→b,rela→b]   

(6) 

Trustf : ∑ 𝑇1.0
0.0

𝑓𝑜𝑟𝑚

a → b
= ∑  [coma→b, coopa→b, dlra→b, 

acca→b,rela→b]                          (7) 

Updating of database is shown in Equation (8). D refers 

to the database. In T 𝑓𝑜𝑟𝑚
a →  b

, T represents for trust, form 

represents how the trust is formed from trustor a  to trus-

tee b, and Tupdate shows 

on the other hand, denotes the process by which trust wa

s modified or altered.  

Dupdate: T 𝑓𝑜𝑟𝑚
a →  b

= T 𝑢𝑝𝑑𝑎𝑡𝑒
a →  b

                                 (8) 

After TBcert Equation (10) is used, this assigned a certifica-

tion to trustee b based on time. In Equation (9), formulating 

process of the decision is done using the updated thre-

shold value. If the set limit is met, the trustor will begin 

communicating and provide trustee services.. 

 

The node is not permitted to participate in communications 

when there is less trust. It is also blocked for nine hun-

dred seconds. Additionally, the technique gives the node a 

default degree so that it can regain greater trust. After being 

blocked three times, a node is permanently barred from 

the Internet of Things ecosystem and is unable to re-enter. 

TBcert : allocate(a → b)                                       (9) 

if (T 𝑢𝑝𝑑𝑎𝑡𝑒

a →  b
>= threshold)                                      (10) 

F. Assessing indirect trust using recommendations: 

The trust evaluation process involves network nodes for 

exchanging requests and proposals. Algorithm (3) shows 

the entire flow process.  

 
Algorithm 3 : Indirect Trust Evaluation based onRecommendation 

1: procedure TRUST ASSESSMENT   (a→b) 

2: bid .                                        The Trustee's identity. 

3: Recomcheck [a→b] 

4: Recom
𝑒𝑣𝑎

c →  gth  :  [u g1→ c + u g2→ c+------+ u gn→ c] 

5: Recom
𝑓𝑜𝑟𝑚

c →  gth
  = ∑ (1.0

0.0  u g1→ b + u g2→ b +------+ u gn→ b)  ) 

6: Dupdate : Recom 
𝑓𝑜𝑟𝑚

e →  gth
  = T 𝑢𝑝𝑑𝑎𝑡𝑒

 a →  b
 

7: TBcert : assign(a→b) 

8: if (T 𝑢𝑝𝑑𝑎𝑡𝑒

a →  b
>= threshold) 

9: Provision of Service; 

10: else 

11: Decline; 

12: End 

Depend on their previous know-how and experience with 

trustees, neighbouring nodes propose that services should 

be provided to trustee for. To confirm trustor 

a's recommendation for trustee b, utilized in equation (11a). 
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Equation (11b) de-

scribes the instructions gained from nearby nodes to eva-

luate the reliability of trustees. 

The total number of recommendations from nearby nodes d

eter-

mines how much trust they have. These recommendations 

must be within a specific range of values. Recom   is 

recommendations,  eva represents evaluation, g means the 

neighbouring node, and  the sum of neighbours is denoted 

by th. Equation (11c) calcu-

lates the trust value for the trustees based on the          

compiled  recommendations. Here, ∑ 

represents the total of all recommendations received from 

the neighboring nodes. 

The total number of recommendations 

from nearby nodes decides the level of trust. The 

recommendations 

are values that should be within  a certain range to be consi-

dered positive. Recommendations is denoted by Recom, 

evaluation is denoted by eva, neighbouring node is denoted 

by g, and th is the total quantity of neighbours.  

Equation (11c) shows the  formulation of the com-

pile tips to decide the have confidence value for the trustee. 

Here, ∑ is used for the entire of 

all recommendations acquired from the close by nodes. 

The following equation shows that nearby node is indi-

cated  by g and the suggestion as indicated by  

 Recomcheck [a→b]                                                   (11a) 

Recom
𝑒𝑣𝑎

c →  gth  :  [u g1→ c + u g2→ c +------+ u gn→ c]     (11b) 

Recom
𝑓𝑜𝑟𝑚

c →  gth
  = ∑ (1.0

0.0  u g1→ b + u g2→ b +------+ u gn→ b)  ) 

(11c) 

When database is upgraded, Equation 12 compares the 

collected recommendation creation to the updated confi-

dence score. D is the database, T is the value of trust, b 

is the trustee, g stand for neighboring nodes, and th is the 

quantity of total neighboring nodes. In Equation 13, trus-

tee b is assigned the time-based certificate based on the 

developed trust value is represented by his TBcert. After 

formulation step the determination of equation (14) is 

modified and is depend on a threshold. Delegator a as-

siststrustee b and start communica-

tion from adjacent hubs in case the fi-

nal trust value is more prominent than or break even 

with to a foreordained threshold. 

Dupdate : Recom 
𝑓𝑜𝑟𝑚

u →  gth
  = T 𝑢𝑝𝑑𝑎𝑡𝑒

 a →  b
                             (12) 

TBcert : assign(a→b)                                                    (13) 

 if (T 𝑢𝑝𝑑𝑎𝑡𝑒
a →  b

>= threshold)                                           (14) 

IV. EXPERIMENTAL ASSESSMENT 

This section compares the proposed mechan-

ism's experimental results with the most recent trust 

management techniques, specifically GFMS [19], ETES 

[17],and SMTE [18]. Table II provides specifics on the 

experimental setting. Java was used for interaction, data 

was gathered using the Contiki Cooja simulator, and virtual 

machines were made available as a platform for simula-

tions. The simulation aims to assess how well the recom-

mended attack resistance and quality-of-service (QoS) 

strategy works. The proposed system's quality of service is 

evaluated by carefully examining the overhead ratio, la-

tency, delivery ratio and reaction time of two nodes with 

other nodes. 

The quality of service (QoS) of the recommended me-

thod is carefully assessed in terms of latency, overhead 

ratio, delivery ratio and response time of two interacting 

nodes resilience against different types of possi-

ble IoT attacks. We evaluated the system against a variety 

of IoT attacks, including whitewashing, self-promotion, 

and bad and positive mouthing, in order to verify its 

functionality from all aspects and gauge its resilience 

against these threats. 

 

Based on the delivery ratio simulation results, the 

trust agent with the aid of 100 nodes continues to preserve 

a higher delivery ratio towards interacting nodes. The pro-

posed system  have to make certain that, even with 800 

nodes, there is a steady go with the flow of data. 

 
The simulation result for latency is displayed in Figure 3, 

demonstrating the effectiveness of the recommended strat-

egy. 

 

LightTrust functions better in networks with greater diver-

sity because the trust agent's latency rises initially and falls 

over time. 

 
Table 1: The simulation's constraints. 

Constraints Values 

Simulator used  Contiki OS 2.7, Cooja 

OS 

Nature of Deployment  Casual Position 

Region use for Modeling 100(m) x 100(m) 

Kind of Nodes  Sky Mote Type #sky 1 

Number of Nodes used 100 

Malicious Node  1:10 

Rate of Transmission 4 Mbps 

Wireless Protocol  IEEE 802.11 
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Time of Simulation Varying between 10–

100 (Minutes) 

Delivery Rate 20 Packets per 60 

Seconds 

 
Trust agent is one of the critical component of the proposed 

trust management, which serves 

the edge nodes that is essential for defining the quality of 

service. To assess quality of service of the trust agent's, we 

looked at three important factors: overhead, latency, and 

delivery ratio. The delivery ratio was simulated with a 

range of nodes from 0 to 100, yielding the result shown in 

Figure 1. At 100 nodes, higher delivery rate to interacting 

nodes is handled by the trust agent, according to the deli-

very ratio simulation result. An important feature of the 

proposed system is that it keeps the data flow steady even 

when there are 100 nodes. The latency simulation results 

are shown in Figure 8, which illustrates the effectiveness of 

the recommended approach. 

Figure 1.  Evaluation of different nodes according to delivery ratio. 

 

The results of the simulation, shown in Figure 2, demon-

strate how well the suggested approach works in reducing l

atency. 

Figure 2.  Latency ratio of the trustworthy agent. 

Due to trust agent's initial rise and subsequent decrease in 

latency, the suggested methodology works better as the 

network becomes more heterogeneous. We calculated the 

overhead ratio in order to quantify the computational load 

and assess the functionality and utility of the trust agent. 

The simulation's output for the overhead ratio for 

nodes between 50 and 100 is shown in Figure 3.The 

overhead ratio for the recommended method rises from 200 

to 375 for 100 nodes. The suggested approach is working 

well, even though the overhead tends to decrease and hits 

275 as a result. 

Figure 3. In terms of quality of service, the trust agent's overhead ratio 

is assessed 

The recommended technique's robustness and resilience to 

different attacks were validated by evaluating its efficacy 

against possible attacks, such as good and bad mouthing, 

among others. Fifty of the 100 nodes that comprise 

the simulation environment 

are malicious or compromised. The simulation lasts be-

tween ten and one hundred minutes, and the default value 

for the trust limit is five. It can range from zero to ten. 

Initially, nodes lean to trust hostile and compromised 

nodes. Good mouthing assault simulation output shown in 

Figure 4 demonstrates how the recommended approach 

first establishes a baseline of trust that gradually increases. 

After 150 minutes, the recommended approach recognizes 

the attacks successfully and begins to award smaller de-

grees, which eventually fall to 3. 
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Figure 4.  Performance of the presented method against goodmouthing 

 

On the other hand, while older methods also detect attacks 

successfully, it takes longer to establish a lower degree of 

confidence 

 

Figure 5.The simulation's result about the attack of bad mouthing. 

 

Furthermore, we tested this performance in a different way: 

badmouthing, and simulated a situation as described in this 

section. Lower trust ratings are given to reliability-enhanc-

ing nodes as a means to de-highlight higher trust. Figure 5 

shows the outcome of a simulation of a bad-mouthing 

attack. It shows how the proposed procedure quickly 

progresses from a lower initial degree of trust (> 3) to a 

higher one (> 8). It illustrates exactly what to look for when 

someone attempts to slander you. 

Further, we have assessed the effectiveness of the strategy 

in resisting the whitewashing process. The simulation re-

sults in Figure 6 show that the default trust degree of the 

recommended mechanism is 5, which is lower than other 

trust degrees. The nodes' trust level starts to decrease after 

25 minutes, indicating that the attacks were correctly de-

tected. 

Figure 6.An evaluation of the suggested defense against whitewashing 

attacks 

For additional proof of the suggested mechanism's efficacy, 

we evaluated its performance against self-promotional at-

tacks. Figure 7 shows the outcomes of the simulation. It 

illustrates how the proposed method gives the network's 

participating nodes a higher trust degree at first, i.e., > 8, 

which could subsequently drop to > 4. However, it stays at 

that level, prohibiting nodes from increasing their level of 

trust again. 
 

 
 

Figure 7. Divergence in Accuracy 
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Table 2. Assessment of result 

Original LightTrust  Proposed Method 

Constraints Values Constraints Values 

Number of 

Nodes 

800 Number of 

Nodes  

100 

Variation in 

time of Si-

mulation  

Between 

50–500 

(Minutes) 

Variation in 

time of Simu-

lation 

Between 

10–100 

(Minutes) 

Delivery 

Rate  

8 Packets 

per 30 

Seconds 

Delivery Rate  20 Packets 

per 60 

Seconds 

Malicious 

Node  

20:100 Malicious 

Node  

1:10 

Degree of 

Trust 

> 7 Degree of 

Trust 

> 8 

Accuracy  Not consi-

dered 

Accuracy  >9 

Reliability Not consi-

dered 

Reliability >9 

 

V. CONCLUSION AND FUTURE WORK 

Trust is a critical component of the security and privacy 
of Industrial Internet of Things (IIoT) systems—where sys-
tems are interconnected, and "trust" among these systems, 
applications and users is necessary. Trust management plays 
a crucial role in ensuring secure communication by 
incorporating factors such as authentication, access control, 
data confidentiality, and behavioral reliability. The IIoT 
environments are composed of diverse and resource-limited 
devices; therefore, it is necessary to ensure reliable interac-
tions between entities of the network to ensure trust. 

IIoT networks use different communication technologies 
like Bluetooth, Zigbee, Wi-Fi, and cellular networks, along 
with suitable security measures, for accurate and reliable 
communication. These mechanisms guarantee the integrity, 
confidentiality and availability of the data in the exchange 
of information. Moreover, periodic calibration of industrial 
devices and accuracy of sensor readings are important to 
ensure the reliability of the system. Therefore, enabling se-
cure and trusted data transfer between the interdependent 
nodes is a key prerequisite in the successful operation of 
IIoT systems. 

The proposed extended lightweight trust management 
system overcomes these issues by integrating direct 
observations with recommendations-based trust assessment 
and adaptive trust. This allows the framework to detect 
malicious nodes accurately, resist the trust manipulation 
attacks, and ensure reliable communication while preserving 
lightweight properties essential for resource constrained 
edge environment. 

The scalability and robustness of trust management sys-
tems have to be enhanced in the future by incorporating cut-
ting-edge technologies, including blockchain, federated 
learning, and artificial intelligence. Decentralized and tam-
per-resistant trust records can be achieved via blockchain-
based solutions, and data can be kept private while conduct-

ing collaborative trust assessment via federated learning. 
Furthermore, machine learning techniques could be further 
used to improve the malicious node detection and trust 
prediction. Along with increasing user awareness and 
promoting security best practices to further enhance the 
security posture of IIoT ecosystems. Wherever Times is 
specified, Times Roman or Times New Roman may be 
used. If neither is available on your word processor, please 
use the font closest in appearance to Times. Avoid using bit-
mapped fonts if possible. True-Type 1 or Open Type fonts 
are preferred. Please embed symbol fonts, as well, for math, 
etc. 
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